KVMX

Evidence-First Malware Analysis

Analysis Report: urlhaus_ab5229913dad.exe

Verdict: suspicious; 76 anti-VM checks (mixed)

Analysis Overview

Malicious Activity Summary
- T1497.001
- T1071.001
- T1105
- Process Injection
- Process Injection: Dynamic-link Library Injection
- Input Capture: Keylogging
- Process Discovery
- Indicator Removal: File Deletion
- System Information Discovery
- Shared Modules
- Access Token Manipulation
- Hijack Execution Flow: DLL Side-Loading
- Debugger Evasion
- Scheduled Task/Job: Scheduled Task
- Boot or Logon Autostart Execution: Registry Run Keys

Hashes

SHA-256: ab5229913dad931d670af38f1038c84f0ce60a7c18407aad655f04863339h9a4
SHA-1: d52888a0f9bfas8f02fd81393¢c20db89dd5f89c6d

MD5: 56b130aa5a2bf088c4f5768ble6e3cd?

Size: 880,368 bytes

Packer Detection

No packer detected.

PE Information

Architecture: 64-bit
Type: Executable
Entry Point: 0x76CO0



Sections: 7

Name Virtual Size Entropy
text 0x1Al1B1 6.55
.rdata O0xCF46 5.1
.data OX1AEA8 1.94
.pdata 0x14A0 5.12
fptable 0x100 0.0
.rsrc 0xA9C44 7.7
.reloc 0x664 4.89
Imports
KERNEL32.dll

TerminateProcess

CreateThread

GetCurrentThreadld

OpenThread

FlushlinstructionCache

GetTickCount

VirtualAlloc

VirtualProtect
VirtualFree
GetModuleHandleA
USER32.dll
DispatchMessageW
GetSystemMetrics
GetCursorPos
wsprintfA
MsgWaitForMultipleObjectsEx
PeekMessageW
TranslateMessage
MessageBoxW
wsprintfw
GetAsyncKeyState
ADVAPI32.dll
RegCloseKey
GetTokenInformation
OpenProcessToken
RegQuerylnfokeyW
RegOpenKeyExW
GetUserNameW
COMCTL32.dll
InitCommonControlsEx
SHLWAPLdII
PathFileExistsW
StrCmplW
UxTheme.dll
IsAppThemed
IsThemeActive

USERENV.dII




GetUserProfileDirectoryW
ole32.dll

ColnitializeEx

CoUninitialize
VERSION.dII
GetFileVersionInfoSizeW

Strings (200 found)
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... and 150 more

Malware Config

C2 / Network (6)

Endpoint

Source

apt . msn. com

decrypted_c2

assets. nsn. com

decrypted_c2

confi g. edge. skype. com

decrypted_c2

fs.mcrosoft.com

decrypted_c2

settings-w n.data. mcrosoft.com

decrypted_c2

www. bi ng. com

decrypted_c2

Indicators of Compromise (10)

URLs (3)
https://aware-crl. conl
https://aware-crl. conf api/beacon
https://aware-crl.com 443/ api/beacon
Domains (7)
api . msn. com
assets. nsn.com
www. bi ng. com
confi g. edge. skype. com
awar e-crl.com
i pv6-literal. net
| . aware-crl.com

MITRE ATT&CK (15)

Technique Name Tactic Source

T1497.001 detonation-evidence
T1071.001 detonation-evidence
T1105 detonation-evidence
T1055 Process Injection Defense Evasion

T1055.001 Process Injection: Dynamic-link Defense Evasion

T1056.001 Input Capture: Keylogging Credential Access

T1057 Process Discovery Discovery

T1070.004 Indicator Removal: File Deletion Defense Evasion

T1082 System Information Discovery Discovery

T1129 Shared Modules Execution

T1134 Access Token Manipulation Privilege Escalation

T1574.002 Hijack Execution Flow: DLL Side- Privilege Escalation

T1622 Debugger Evasion

Defense Evasion




T1053.005 Scheduled Task/Job: Scheduled Ta Persistence behavioral_inference

T1547.001 Boot or Logon Autostart Executio Persistence behavioral_inference

Dynamic Detonation

Coverage: ran

Behavior: suspicious

Threat score: 69/100 (medium)

Factors: c2, evasion, attack_techniques

Network Connections (5)

Destination Domain Proto
169. 254. 255. 255: 137 udp
169. 254, 255, 255: 138 udp
224.0.0. 251: 5353 udp
224.0. 0. 252: 5355 udp
255. 255. 255. 255: 67 udp

Memory-Recovered IOCs (runtime deobfuscation) (6)
Decoded from guest memory at the hypervisor - recovered from obfuscation static analysis cannot unpack.
[url] https://aware-crl.conl
[url] https://aware-crl.conlapi/beacon
[url] https://aware-crl.com 443/ api/beacon
[domai n] aware-crl.com
[domain] ipv6-literal.net

[domain] |.aware-crl.com

Behavioral Timeline (38)

1. [conn] pid 0: udp 224.0.0.251:5353
2. [conn] pid 0: udp 224.0.0.252:5355
3. [conn] pid 0: udp 255.255.255. 255: 67
4. [conn] pid O0: udp 169.254. 255. 255: 137
5. [conn] pid 0: udp 169. 254. 255. 255: 138
6. [file]: wite /ProgranData/M crosoft/W ndows/ AppReposi t ory/ St at eReposi t ory- Depl oynent . srd-shm
7. [file]: wite /ProgranData/M crosoft/W ndows/ AppReposi t ory/ St at eReposi t ory- Depl oynent . srd- wal
8. [file]: wite /ProgranDatal/ M crosoft/ W ndows/ AppReposi tory/ St at eReposi t ory- Machi ne. srd
9. [file]: wite /ProgranDatal/M crosoft/ W ndows/ AppReposi tory/ St at eRepository-Mchi ne. srd-shm
10. [file]: wite /ProgranDatal/ M crosoft/ W ndows/ AppReposi tory/ St at eRepository-Machi ne. srd-wal
11. [file]: wite /ProgranData/ M crosoft/W ndows/ Start Menu/ Prograns/ Startup/ mal ray. bat
12. [file]: wite /ProgranDatal/ M crosoft/ W ndows/wf p/ wf pdi ag. et
13. [file]: wite /ProgranData/ NVI Dl A/ Di spl aySessi onCont ai ner1.1o0g
14. [file]: wite /ProgranDatal/ NVIDI A/ Di spl aySessi onCont ai ner 1. | og_backupl
15. [file]: wite /ProgranDatal/ NVI DI A/ NVD spl ay. Cont ai ner Local System | og
16. [file]: wite /ProgranDatal/ NVI DI A/ NVDi spl ay. Cont ai ner Local Syst em | og_backupl
17. [file]: wite /ProgranDatal/ NVI DI A/ NVD spl ayCont ai ner Wat chdog. | og
18. [file]: wite /ProgranData/ NVI Dl A/ NVDi spl ayCont ai ner Wat chdog. | og_backupl
19. [file]: wite /ProgranData/ NVI Dl A/ N\vcDi spCorePl ugin. | og
20. [file]l: wite /ProgranData/ NVI D A/ N\vcDi spCorePl ugi n. | og_backupl
21. [file]: wite /ProgranData/ NVI Dl A Corporation/Drs/nvdrsdbl. bin
22. [file]: wite /ProgranDatal/ NVI DI A Corporation/Drs/nvdrssel.bin
23. [file]: wite /ProgranDatal/ NVI DI A Corporation/ GameSessi onTel enetry/tel emetryPl ugin. | og
24. [file]: wite /ProgranDatal/ NVI DI A Corporation/ GaneSessi onTel enetry/tel enetryPl ugin.| og_backup
25. [file]: wite /ProgranDatal/ NVI DI A Corporation/ NvProfil eUpdaterPl ugi n/ NvProfil eUpdaterPlugin_1.1og




...and 13 more events

Packet capture: available (full PCAP)

Persistence (1)

[Startup folder] nalray.bat -> /ProgranData/ M crosoft/Wndows/Start Menu/ Prograns/ Startup/ malray. bat

Spawned Processes (50)
System
Regi stry
wi nl ogon. exe - wi nl ogon. exe
Wininit.exe - wininit.exe
snss. exe - \ SystenRoot\ Syst enB2\ snss. exe
Runti neBroker. - C:\W ndows\ Syst enB2\ Runt i neBr oker. exe - Enbeddi ng
svchost. exe - C \W ndows\ Syst enB2\ svchost. exe -k Local SystemNet workRestricted -p -s NcbhService
St art MenuExper - "C:\ W ndows\ Syst emApps\ M crosoft. Wndows. St art MenuExper i enceHost _cwbnlh2t xyewy\ St art MenuExperi encet
dl I host.exe - C \W ndows\systenB2\ Dl | Host. exe /Processi d: { 133EACAF- 5891- 4D04- BADA- D84870380A80}
Sear chApp. exe - "C:\ W ndows\ Syst emApps\ M crosoft. W ndows. Sear ch_cwsnl1h2t xyewy\ Sear chApp. exe" - Server Nane: Cort anaUl . /
svchost.exe - C \W ndows\syst enB2\ svchost. exe -k appnodel -p -s cansvc
url haus_ab5229 - svchost. exe
nsedge. exe
url haus_ab5229 - "C:\ Users\Publ i c\ Downl oads\ ur |l haus_ab5229913dad. exe"
scht asks. exe - schtasks.exe /create /tn "WndowsSecurityHeal th" /xm "C: \Users\ MATT~1. JOH\ AppDat a\ Local \ Tenp\ ~st 000(
NVDi spl ay. Cont - C:\ W ndows\ SystenB2\ Dri ver Store\ Fi | eReposi tory\ nvami g. i nf_anmd64_5a5c892944a7f 61d\ Di spl ay. NvCont ai ne
svchost. exe - C \ W ndows\syst enB2\ svchost. exe -k Local SystemNet wor kRestricted -s WPDBusEnum
svchost. exe - C \ W ndows\ Syst enB2\ svchost. exe -k Local Servi ceNetworkRestricted -p -s | mhosts
svchost.exe - C \ W ndows\systenB2\svchost.exe -k netsvcs -p -s Dsnbvc
svchost. exe - C \ W ndows\syst enB2\svchost.exe -k netsvcs -p -s widsvc
svchost . exe - C \W ndows\syst enB2\ svchost. exe -k DcomLaunch -p -s Devicelnstall
dwm exe - "dwm exe"
svchost. exe - C\Wndows\systenB2\svchost.exe -k Local Servi ceNet workRestricted -p -s Ti meBroker Svc
svchost. exe - C \Wndows\ Syst enB2\ svchost. exe -k wsappx -p -s CipSVC
taskhost w. exe - taskhostw. exe Expl oitQuardPolicy
svchost.exe - C \W ndows\ Syst enB2\ svchost.exe -k netsvcs -p -s Thenes
svchost.exe - C \W ndows\ Syst enB2\ svchost. exe -k Local SystemNet workRestricted -p -s Audi oEndpoi nt Bui | der
svchost.exe - C \W ndows\syst enB2\ svchost.exe -k netsvcs -p -s Prof Svc
upfc.exe - C \Wndows\ Syst enB2\ Upf c. exe /| aunchtype boot /cv UJ+hSRo6t 064PKP903e/ 7A. 0
svchost.exe - C \Wndows\systenB2\svchost.exe -k Local Service -p -s D spBroker Deskt opSvc

...and 20 more

Report ID: 9Pcdcj4UzGjS_guudvTzGMIdMohbg34y1VN3r-VTnlo
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