KVMX

Evidence-First Malware Analysis

Analysis Report: 24de9e8109b96df4.bin
Verdict: MALICIOUS

Verdict: suspicious; 60 anti-VM checks (mixed)

Analysis Overview

Score: 3/10

Threat level: Malicious

Malicious Activity Summary
- Family: Formbook

- T1027.002
- T1497.001
-T1027
Hashes
SHA-256: 24de9e8109b96df449fcbfo722bccc8dc22c2b666854e53f3974233bd4fb9e35
SHA-1: 870236e97a76f7ce35ec0600a78807358d524525
MD5: 87bbaac098c22beb0c40621967a1573e
Size: 283,136 bytes

Packer Detection

Packer: Unknown packer (high entropy in .text)

Confidence: medium

PE Information

Architecture: 32-bit

Type: Executable

Entry Point: 0x2690

Sections: 1

Name Virtual Size Entropy
text 0x44200 8.0

Strings (200 found)

MZER
! This program cannot be run in DOS node.
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... and 150 more

Malware Config

Family:

Formbook



MITRE ATT&CK (3)

Technique Name Tactic Source

T1027.002 detonation-evidence
T1497.001 detonation-evidence
T1027 static-analyzer

Dynamic Detonation

Coverage:
Behavior:
Threat score:

Factors:

ran
suspicious
30/100 (medium)

dropped_exe

Network Connections (6)

Destination Domain Proto
224.0. 0. 252: 5355 udp
10.0.2.3:80 tcp
224.0.0. 251: 5353 udp
10. 0. 2. 255: 137 udp
10.0. 2. 3:53 udp
255. 255. 255. 255: 67 udp

Behavioral Timeline (54)

[conn] pid O:
[conn] pid
[conn] pid
[conn] pid
[conn] pid
[conn] pid

e e Qe =<

[conn] pid
[dns] pid O:
[conn] pid
[http] pid
[conn] pid
[http] pid
[conn] pid
[http] pid
[conn] pid
[http] pid
[conn] pid
[http] pid
[conn] pid
[http] pid
[conn] pid
[dns] pid O:

[conn] pid O
[http] pid O
25. [conn] pid O
...and 29 more events
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Packet capture:

udp 255. 255. 255. 255: 67

udp 224.0.0. 251: 5353

udp 224.0.0. 252: 5355

udp 224.0.0. 252: 5355

udp 224.0.0. 252: 5355

udp 10.0. 2. 255: 137

udp 10.0.2.3:53

DNS 1 www. nmsftconnecttest.com-> 10.0.2.3
tcp 10.0.2.3:80

GET http://ww. nsftconnecttest.conf connecttest.

tcp 10.0.2.3:80
GET http://ww. nmsftconnecttest.
tcp 10.0.2.3:80
CET http://ww. nsftconnecttest.
tcp 10.0.2.3:80
CET http://ww. nsftconnecttest.
tcp 10.0.2.3:80
CET http://ww. nsftconnecttest.
tcp 10.0.2.3:80

CET http://ww. nsftconnecttest.com connecttest.

udp 10.0.2.3:53
DNS 1 www. nsftconnecttest.com-> 10.0.2.3
tcp 10.0.2.3:80

GET http://ww. msftconnecttest.conf connecttest.

tcp 10.0.2.3:80

available (full PCAP)

com connecttest.

conif connecttest.

conif connecttest.

conif connecttest.

t xt

t xt

t xt

t xt

txt

txt

t xt




Spawned Processes (10)
System
Regi stry
snes. exe - \ SystenRoot\ Syst enB2\ snEs. exe
t askhost w. exe
svchost . exe
CSrss. exe - %SystenmRoot % syst enB2\ csrss. exe Obj ect Di rect ory=\ Wndows SharedSecti on=1024, 20480, 768 W ndows=0n SubSyst
SNEBS. exe
wi nl ogon. exe - wi nl ogon. exe
Wininit.exe - wininit.exe

sl ui . exe

Report ID: JCWdCen0fAjP7JjA9042_9F5fnAkcl7A8F678Br7jhc
Generated by KVMX - kvmx.ai



