KVMX

Evidence-First Malware Analysis

Analysis Report: urlhaus_e87d14fd4696.exe

Verdict: suspicious; 41 anti-VM checks (mixed)

Analysis Overview

Malicious Activity Summary
- T1497.001
- T1105
-T1571
- Process Injection: Dynamic-link Library Injection
- System Information Discovery
- Native API
- Shared Modules
- Access Token Manipulation
- Hijack Execution Flow: DLL Side-Loading
- Debugger Evasion
- Process Injection
- Application Layer Protocol: Web Protocols
- Boot or Logon Autostart Execution: Registry Run Keys

Hashes

SHA-256: e87d14fd46969a5a2341482f1e1082f00a84520b9d6fe7138807584c83a25269
SHA-1: 695fe5d40398a4f75¢c5125cffeb5bb1ab2117040

MD5: 1bb0a4abcc83dd82f0c7da52ce5d9e8a

Size: 225,831 bytes

Packer Detection

No packer detected.

PE Information

Architecture: 64-bit
Type: Executable
Entry Point: 0x12288
Sections: 8

Name Virtual Size Entropy




text 0x20277 6.44
.rdata 0xE354 5.21
.data 0x1CCO 2.12
.pdata 0x19E0 5.31
fptable 0x100 0.0
_RDATA Ox1F4 4.22
.rsrc 0x480 2.72
.reloc 0x6B8 5.05
Imports
KERNEL32.dll

AddVectoredExceptionHandler

CloseHandle

CopyFilewW

CreateDirectoryW

CreateFileW

CreateMutexW

CreateProcessW

DeleteCriticalSection
EncodePointer
EnterCriticalSection
ADVAPI32.dll
GetTokenlnformation

OpenProcessToken

Strings (200 found)

! Thi s program cannot be run in DOS node. $
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... and 150 more

Malware Config

C2 / Network (1)

Endpoint Source
217.195. 153. 81: 50000 network
Indicators of Compromise (5)
IPv4 addresses (1)

217.195.153.81
Domains (4)

assets. msn. com

www. bi hg. com

confi g. edge. skype. com

edge- consuner - st ati c. azur eedge. net
MITRE ATT&CK (13)
Technique Name Tactic Source
T1497.001 detonation-evidence
T1105 detonation-evidence
T1571 detonation-evidence
T1055.001 Process Injection: Dynamic-link Defense Evasion
T1082 System Information Discovery Discovery




T1106 Native API Execution

T1129 Shared Modules Execution

T1134 Access Token Manipulation Privilege Escalation

T1574.002 Hijack Execution Flow: DLL Side- Privilege Escalation

T1622 Debugger Evasion Defense Evasion

T1055 Process Injection pt_trace

T1071.001 Application Layer Protocol: Web Command and Control behavioral_inference
T1547.001 Boot or Logon Autostart Executio Persistence behavioral_inference

Per-Process ATT&CK Attribution (4)

Which process attributed which technique, from the Intel-PT per-CR3 demux (each syscall resolved under its own process address space).

Proces

NVDisplay.Cont 1272 1082 T1055
msedge.exe 2220 6 T1057
0x141027000 6 T1083
svchost.exe 760 24 T1083
Dynamic Detonation
Coverage: ran
Behavior: suspicious
Threat score: 45/100 (medium)
Factors: c2, attack_techniques
Network Connections (9)
Destination Domain Proto
10. 0. 2. 3: 53 udp
10.0.2.3:80 tcp
10. 0. 2. 3: 443 tcp
224.0.0.251: 5353 udp
10. 0. 2. 255: 138 udp
255. 255, 255. 255: 67 udp
224.0.0.252;: 5355 udp
217.195. 153. 81: 50000 tcp
10. 0. 2. 255: 137 udp
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)

edge. m crosoft.com (renote error:

edge. m crosoft.com (renpbte error:

assets.msn.com (tlsstate:

tls: unknown certificate)
tls: unknown certificate)

deadl i ne exceeded)

www. bi ng.com (renote error: tls:

assets.msn.com (tlsstate:

u

nknown certificate)

deadl i ne exceeded)



assets.msn.com (tlsstate: deadline exceeded)
assets.nmsn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)

www. bi ng. com (tlsstate: deadline exceeded)

Behavioral Timeline (100)

1. [conn] pid 0: udp 255.255.255. 255: 67

2. [conn] pid 0: udp 224.0.0.251:5353

3. [conn] pid O0: udp 224.0.0.252: 5355

4. [conn] pid O0: udp 10.0.2.255:137

5. [conn] pid O0: udp 10.0.2.3:53

6. [dns] pid 0: DNS 1 www. nmsftconnecttest.com-> 10.0.2.3
7. [conn] pid 0: tcp 10.0.2.3:80

8. [conn] pid O0: udp 224.0.0.252: 5355

9. [conn] pid 0: tcp 10.0.2.3:80

10. [conn] pid 0: tcp 10.0.2.3:80

11. [conn] pid 0: udp 10.0.2.3:53

12. [dns] pid 0: DNS 1 assets.nsn.com-> 10.0.2.3
13. [conn] pid 0: tcp 10.0. 2. 3:443

14. [conn] pid 0: tcp 10.0.2.3:443
15. [conn] pid 0: udp 10.0.2.3:53
16. [dns] pid 0: DNS 1 ctldl.w ndowsupdate.com-> 10.0.2.3
17. [conn] pid 0: tcp 10.0.2.3:80
18. [conn] pid 0: tcp 10.0.2.3:80
19. [conn] pid O0: tcp 10.0.2.3:80
20. [conn] pid 0: tcp 10.0.2.3:80
21. [conn] pid O0: tcp 10.0.2.3:80
22. [conn] pid 0: tcp 10.0.2.3:80
23. [conn] pid O0: tcp 10.0.2.3:80
24. [conn] pid 0: tcp 10.0.2.3:80
25. [conn] pid 0: tcp 10.0.2.3:80

...and 75 more events
Packet capture: available (full PCAP)

Persistence (2)
[Startup folder] urlhaus_e87d14fd4696. exe. | ocal . bat -> /ProgranData/ M crosoft/W ndows/ Start Menu/ Prograns/ Start Up/ ur
[Startup folder] nalray.bat -> /ProgranData/ M crosoft/Wndows/ Start Menu/ Prograns/ Startup/ malray. bat

Spawned Processes (50)
svchost.exe - C \W ndows\ syst enB2\ svchost.exe -k NetworkService -p -s Dnscache
System
Regi stry
svchost.exe - C\Wndows\systenB2\svchost.exe -k netsvcs -p -s DsnBvc
smes. exe - \ SystenRoot\ Syst enB2\ snss. exe
BdeUl Srv. exe - C \ W ndows\ Syst enB2\ BdeUl Srv. exe - Enbeddi ng
dl | host.exe - C \W ndows\systenB2\ Dl | Host. exe / Processi d: { AB8902B4- 09CA- 4BB6- B78D- ABF59079A8D5}
jsc.exe - "C \Wndows\ M crosoft.NET\ Framewor k\ v4. 0. 30319\ j sc. exe"
dl | host.exe - C\W ndows\systenB2\ Dl | Host. exe /Processi d: { 133EACAF- 5891- 4D04- BADA- D84870380A80}
svchost. exe - C \ W ndows\ Syst enB2\ svchost. exe -k Local Service -p -s LicenseManager
St art MenuExper - "C:\ W ndows\ Syst emApps\ M crosoft. Wndows. St art MenuExper i enceHost _cwbnlh2t xyewy\ St art MenuExperi encetl
slui.exe - "C \Wndows\ Syst enB2\ SLUl . exe" Rul el d=31e71c49- 8da7-4a2f - ad92- 45d98alc79ba; Acti on=Aut oActi vat e; Appl d=55c¢
sl ui.exe - "C \Wndows\ Syst enB2\ SLUI . exe" Rul el d=31e71c49- 8da7-4a2f-ad92-45d98alc79ba; Acti on=Aut oActi vat e; Appl d=55c



Sear chApp. exe - "C:\ W ndows\ Syst emApps\ M crosoft. W ndows. Sear ch_cwsnlh2t xyewy\ Sear chApp. exe" - Server Nane: Cort anaUl . /
Runt i meBroker. - C:\ W ndows\ Syst enB2\ Runt i neBr oker . exe - Enbeddi ng

svchost. exe -

nmsedge. exe

svchost. exe -

C.\ W ndows\ syst enB2\ svchost . exe -k appnodel -p -s canmsvc

C.\ W ndows\ syst enB2\ svchost . exe -k Local Syst emNet wor kRestricted -p -s PcaSvc

msedge. exe - "C:\Program Files (x86)\M crosoft\Edge\ Appl i cati on\nsedge. exe" --single-argunent http://ww. nsftconnect
msedge. exe - "C:\Program Fil es (x86)\M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=crashpad-handler "--user-data-dir
msedge. exe - "C:\Program Fil es (x86)\M crosoft\Edge\ Application\nsedge. exe" --type=utility --utility-sub-type=networ
msedge. exe - "C:\Program Files (x86)\M crosoft\Edge\ Applicati on\nsedge. exe" --type=utility --utility-sub-type=entit)
nsedge. exe - "C: \Program Fi |l es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=gpu-process --gpu-preferences=SA/
nmsedge. exe - "C:\Program Files (x86)\M crosoft\Edge\ Application\nsedge. exe" --type=utility --utility-sub-type=storac
nsedge. exe - "C:\Program Fil es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=renderer --pdf-upsell-enabled --\
nsedge. exe - "C:\Program Fil es (x86)\ M crosoft\Edge\ Applicati on\ nsedge. exe" --type=renderer --pdf-upsell-enabled --\
taskhost w. exe - taskhostw exe SyncFronC oud
mobsync. exe - C.\ W ndows\ Syst enB2\ nobsync. exe - Enbeddi ng
nsedge. exe - "C:\Program Fil es (x86)\ M crosoft\Edge\ Application\nsedge. exe" --no-startup-w ndow --w n-sessi on-start
cnd. exe - C \Wndows\systenB2\cnd. exe /¢ ""C:\ProgranData\M crosoft\ Wndows\ Start Menu\ Prograns\ StartUp\fire_| oader.
...and 20 more
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