KVMX

Evidence-First Malware Analysis

Analysis Report: urlhaus_2e76a50f38cl.exe
Verdict: MALICIOUS

Verdict: suspicious; 117 anti-VM checks (mixed)

Analysis Overview

Score: 6/10

Threat level: Malicious

Malicious Activity Summary
- T1497.001
- T1071.001
-T1105
- Input Capture: Keylogging
- Credentials from Password Stores: Credentials from Web Browsers
- Boot or Logon Autostart Execution: Registry Run Keys

Hashes

SHA-256: 2e76a50f38c136fha5f74d91e141869bf8cc926af5d416¢3bf47cad884110f8d
SHA-1: 05b2f5d7c5806b14e7f067cf77d661b24ea46d70

MD5: f1952aef992¢8328d815b30894cfe0f6

Size: 245,248 bytes

Packer Detection

No packer detected.

PE Information

Architecture: 32-bit

Type: Executable

Entry Point: 0x3D1EE

Sections: 3

Name Virtual Size Entropy
text 0x3B1F4 5.01
.rsrc Ox71A 3.86
.reloc oxC 0.1

Imports
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... and 150 more

Malware Config

Indicators of Compromise (14)

URLs (3)
http://ip-api.comline/?fields=hosting
https://account. dyn. conl
http://ip-api.conmline/

Domains (11)
ftp.vilinorin.com
vilinorin.com
i p-api.com
account . dyn. com
privat ei nt er net access. com
pal tal k. com
di scord. com
assets. nmsn. com
www. bi ng. com
confi g. edge. skype. com

edge- consuner - stati c. azur eedge. net

MITRE ATT&CK (6)

Technique Name Tactic Source

T1497.001 detonation-evidence
T1071.001 detonation-evidence
T1105 detonation-evidence
T1056.001 Input Capture: Keylogging Credential Access

T1555.003 Credentials from Password Stores Credential Access

T1547.001 Boot or Logon Autostart Executio Persistence behavioral_inference
Dynamic Detonation

Coverage: ran

Behavior: suspicious

Threat score: 65/100 (medium)

Factors: c2, evasion, attack_techniques

Network Connections (8)

Destination Domain Proto
10.0.2.3:80 tcp
10. 0. 2. 3: 443 tcp
224.0.0.252: 5355 udp
10.0.2.3:53 udp
10. 0. 2. 255: 138 udp

255. 255. 255. 255: 67

udp




224.0.0. 251: 5353 udp

10. 0. 2. 255: 137 udp

assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

Behavioral Timeline (100)

1. [conn] pid 0: udp 224.0.0.251: 5353

2. [conn] pid 0: udp 224.0.0.252:5355

3. [conn] pid O0: udp 255.255. 255. 255: 67

4. [conn] pid O0: udp 224.0.0.251: 5353

5. [conn] pid O0: udp 224.0.0.252: 5355

6. [conn] pid 0: udp 10.0.2.255: 137

7. [conn] pid 0: udp 224.0.0.252: 5355

8. [conn] pid 0: udp 10.0.2.3:53

9. [dns] pid 0: DNS 1 www. nsftconnecttest.com-> 10.0.2.3

10. [conn] pid 0: tcp 10.0.2.3:80

11. [http] pid O0: GET http://ww. nsftconnecttest.confconnecttest.txt
12. [conn] pid 0: tcp 10.0.2.3:80

13. [http] pid O0: GET http://ww. nsftconnecttest.conlconnecttest.txt
14. [conn] pid 0: tcp 10.0.2.3:80

15. [http] pid O0: GET http://ww. nmsftconnecttest.conifconnecttest.txt
16. [conn] pid 0: udp 10.0.2.3:53

17. [dns] pid 0: DNS 1 assets.nmsn.com-> 10.0.2.3

18. [conn] pid 0: tcp 10.0.2.3:443

19. [conn] pid 0: tcp 10.0.2.3:443

20. [conn] pid O0: udp 10.0.2.3:53

21. [dns] pid 0: DNS 1 ctldl.w ndowsupdate.com -> 10.0.2.3

22. [conn] pid 0: tcp 10.0.2.3:80

23. [http] pid 0: GET http://ctldl.w ndowsupdat e. conl nsdownl oad/ updat e/ v3/static/trustedr/en/disall owedcertstl.cab
24. [conn] pid 0: tcp 10.0.2.3:80

25. [http] pid 0: GET http://ctldl.w ndowsupdate. conl nsdownl oad/ updat e/ v3/static/trustedr/en/disallowedcertstl.cab

...and 75 more events

Packet capture: available (full PCAP)

Persistence (1)



[Startup folder] malray.bat -> /ProgranData/ M crosoft/W ndows/ Start Menu/ Prograns/ Startup/ mal ray. bat

Spawned Processes (50)
System
Regi stry
LogonUl . exe - "LogonUl .exe" /flags: 0x2 /state0: 0xa3b2c055 /statel: 0x41c64e6d
svchost. exe - C \Wndows\systenB2\svchost.exe -k DconmLaunch -p -s LSM
svchost. exe - C \Wndows\systenB2\svchost.exe -k netsvcs -p -s LanmanServer
upfc. exe - C \Wndows\ Syst enB2\ Upfc. exe /| aunchtype boot /cv FpsU6GJEzOGnbF05YaKyeg. O
svchost.exe - C \Wndows\systenB2\svchost.exe -k RPCSS -p
smes. exe - \ SystenRoot\ Syst enB2\ snss. exe
sl ui.exe - "C \Wndows\ Syst enB2\ SLUI . exe" Rul el d=31e71c49- 8da7-4a2f-ad92-45d98alc79ba; Acti on=Aut oActi vat e; Appl d=55c¢
dl | host.exe - C \Wndows\systenB2\ Dl | Host. exe /Processi d: { 133EACAF- 5891- 4D04- BADA- D84870380A80}
St art MenuExper - "C:\ W ndows\ Syst emApps\ M crosoft. Wndows. St art MenuExper i enceHost _cwbnlh2t xyewy\ St art MenuExperi encet
Runti meBroker. - C \ W ndows\ SystenB2\ Runti meBr oker. exe - Enbeddi ng
msedge. exe - "C:\Program Files (x86)\M crosoft\Edge\ Application\nsedge. exe" --no-startup-w ndow --w n-sessi on-start
Sear chApp. exe - "C:\ W ndows\ Syst emApps\ M crosoft. W ndows. Sear ch_cwsnl1h2t xyewy\ Sear chApp. exe" - Server Nane: Cort anaUl . /
nsedge. exe - "C:\Program Fil es (x86)\ M crosoft\Edge\ Appl i cation\ nsedge. exe" --type=utility --utility-sub-type=chrom
svchost.exe - C \W ndows\systenB2\ svchost. exe -k Local SystemNet workRestricted -p -s PcaSvc
nsedge. exe - "C:\Program Fil es (x86)\ M crosoft\Edge\ Applicati on\nsedge. exe" --single-argunent http://ww. nsftconnect
svchost. exe - C \W ndows\syst enB2\ svchost. exe -k appnodel -p -s cansvc
nsedge. exe - "C.\Program Fil es (x86)\ M crosoft\Edge\ Applicati on\ nsedge. exe" --type=crashpad-handler "--user-data-dir
nsedge. exe - "C:\Program Fil es (x86)\ M crosoft\Edge\ Applicati on\nsedge. exe" --type=utility --utility-sub-type=networ
nsedge. exe - "C.\Program Fil es (x86)\ M crosoft\Edge\ Application\nsedge. exe" --type=utility --utility-sub-type=storac
nsedge. exe - "C \Program Fi |l es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=gpu-process --gpu-preferences=SA/
nobsync. exe - C:\ W ndows\ Syst enB2\ nobsync. exe - Enbeddi ng
nsedge. exe - "C: \Program Fil es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=renderer --pdf-upsell-enabled --\
nsedge. exe - "C \Program Fil es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=renderer --pdf-upsell-enabled --\
User OOBEBr oker - C:\ W ndows\ Syst enB82\ oobe\ User OOBEBr oker . exe - Enbeddi ng
BdeUl Srv. exe - C \ W ndows\ Syst enB2\ BdeUl Srv. exe - Enbeddi ng
backgroundTask - "C:\W ndows\ syst enB82\ backgr oundTaskHost . exe" - Server Nanme: W ndowsBackup. AppXnn6f nh4r axt ng45ba8k2f 4y}
msedge. exe - "C:\Program Files (x86)\M crosoft\Edge\ Applicati on\nsedge. exe" --type=utility --utility-sub-type=entit)
cmd. exe - C \Wndows\systenB82\cnd. exe /¢ ""C: \ProgranData\M crosof t\ Wndows\ Start Menu\ Prograns\ Start Up\fire_| oader.

...and 20 more
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