
KVMX
Evidence-First Malware Analysis

Analysis Report: a885b1f5377c.bin

Verdict: MALICIOUS

a885b1f5377c.bin is a 32-bit executable with 3 sections. Verdict: malicious.

Analysis Overview

Score: 9/10
Threat level: Malicious

Malicious Activity Summary

  - Input Capture: Keylogging

  - Application Layer Protocol: Web Protocols

  - Credentials from Password Stores: Credentials from Web Browsers

Hashes

SHA-256: a885b1f5377c2a1cead4e2d7261fab6199f83610ffdd35d20c653d52279d4683

SHA-1: f7721d590770e2076e64f148a4ba1241404996b8

MD5: f52fbb02ac0666cae74fc389b1844e98

Size: 307,712 bytes

Packer Detection

No packer detected.

PE Information

Architecture: 32-bit

Type: Executable

Entry Point: 0x4C52E

Sections: 3

Name Virtual Size Entropy

.text 0x4A534 5.85

.rsrc 0x686 3.84

.reloc 0xC 0.1

Imports

mscoree.dll

  _CorExeMain
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Indicators of Compromise (13)

IPv4 addresses (12)

  11.11.11.11

  1.17.11.11

  11.11.17.11

  1.11.11.11

  11.31.11.11

  12.11.11.11

  11.01.15.11

  11.15.11.11

  2.11.51.11

  21.11.11.11

  1.01.10.11

  1.0.0.0

Domains (1)

  neraninkreninereninere.in

MITRE ATT&CK (3)

Technique Name Tactic Source

T1056.001 Input Capture: Keylogging Credential Access

T1071.001 Application Layer Protocol: Web Command and Control

T1555.003 Credentials from Password Stores Credential Access
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