KVMX

Evidence-First Malware Analysis

Analysis Report: urlhaus_b7fd8d6dddf0.exe
Verdict: LIKELY-MALICIOUS

Verdict: likely-malicious; 78 anti-VM checks (mixed)

Analysis Overview

Score: 7/10

Threat level: Likely malicious

Malicious Activity Summary
- T1497.001
- T1071.001
- Process Injection

Hashes

SHA-256: b7fd8d6dddf0e4321dd5303ecd50d4a9d833ab4a80e0a0lfacel2116363a8103
SHA-1: 873421118a0984c7f3a8cccac26f3bd010e70f2f

MD5: 65290a0084c07a7c3916db8bc86al6ac

Size: 1,090,048 bytes

Packer Detection

No packer detected.

PE Information

Architecture: 64-bit

Type: Executable

Entry Point: OXEE5FO0

Sections: 4

Name Virtual Size Entropy
text 0x101D7B 5.65
.rdata 0x6954 5.83
.data 0x11BACO 1.17
.reloc 0x14 0.23

Strings (200 found)

I This program cannot be run in DOS node.
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... and 150 more

Malware Config

Indicators of Compromise (50)




URLs (11)
https://sot.tbo88nen. top/
https://t. me/ np33yk
https://steanconmunity. conl profil es/76561198671804195
http://crl.conpdo. net/ AAACertificateServices.crl0
http://ww. m crosoft.conD
http://ww. quovadi s. bnD
https://ocsp. quovadi sof f shore. conD
https://sot.tbo88nen.top
https://steancommunity. conl
https://steancommunity. com 443/ profil es/ 76561198671804195
https://t. me/

IPv4 addresses (16)
1.3.132.0

.3.36.3

.9.16.1

.9.16.2

.23.43.1

.29.1

29.10

29.14

29. 15

29.17

29.19

29.31

29. 32

29. 35

29. 37

41.3.6.1

Domains (23)
mjoml.m
sot.tbo88nen. t op
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t.me

st eantcomuni ty. com

api . msn. com

assets. msn.com

www. bi hg. com

arc. msn. com

crl . conodo. net

www. i crosoft. conD

www. quovadi s. bnD

ocsp. quovadi sof f shore. conD
access. nextl soft.com
ate.com

i pv6-literal.net

i zenpe. com

muni ty. com
ndowsupdat e. com
ssl.com

st ugwar epanel v2. com
t.josteantommunity. com
t bo88men. t op

www. st ugwar epanel v2. com



MITRE ATT&CK (3)

Technique Name Tactic Source
T1497.001 detonation-evidence
T1071.001 detonation-evidence
T1055 Process Injection pt_trace

Per-Process ATT&CK Attribution (1)

Which process attributed which technique, from the Intel-PT per-CR3 demux (each syscall resolved under its own process address space).

Proces

urlhaus_b7fd8d | 4656 | 87 | T1055

Dynamic Detonation

Coverage: ran

Behavior: malicious-behavior
Threat score: 70/100 (high)
Factors: c2, attack_techniques

Network Connections (8)

Destination Domain Proto
10.0.2.3:80 tcp
10. 0. 2. 3: 443 tcp
10.0. 2. 3: 53 udp
224.0.0.252: 5355 udp
10. 0. 2. 255: 138 udp
255, 255. 255. 255: 67 udp
10. 0. 2. 255: 137 udp
224.0.0.251: 5353 udp

Memory-Recovered I0Cs (runtime deobfuscation) (45)
Decoded from guest memory at the hypervisor - recovered from obfuscation static analysis cannot unpack.

[url] http://crl.conpdo. net/AAACertificateServices.crlO
[url] http://wwm. m crosoft.conD
[url] http://ww. quovadi s. bnD
[url] https://ocsp.quovadi sof f shore. conD
[url] https://sot.tbo88nen.top
[url] https://sot.tbo88nen.top/
[url] https://steancommunity. conl
[url] https://steantommunity.conml profil es/ 76561198671804195
[url] https://steantommunity.com 443/ profil es/ 76561198671804195
[url] https://t.me/
[url] https://t.me/np33yk
[domai n] access. nextlsoft.com
[domai n] ate.com
[domai n] crl.conpdo. net
[domain] ipv6-literal.net
[domai n] izenpe.com
[domai n] munity.com

[domai n] ndowsupdat e. com



[domai n] ocsp. quovadi sof f shore. conD
[domai n] sot.tbo88men.top

[donmai n] ssl.com

[ domai n] steancomunity. com

[ domai n] stugwar epanel v2. com
[domain] t.josteantomunity.com
[domain] t.ne

...and 20 more

assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.nmsn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

Behavioral Timeline (100)

1. [conn] pid 0: udp 255.255. 255. 255: 67

2. [conn] pid 0: udp 224.0.0.251:5353

3. [conn] pid 0: udp 224.0.0.252:5355

4. [conn] pid 0: udp 224.0.0.252:5355

5. [conn] pid O0: udp 224.0.0.252: 5355

6. [conn] pid 0: udp 10.0.2.255:137

7. [conn] pid 0: udp 10.0.2.3:53

8. [dns] pid 0: DNS 1 www. nsftconnecttest.com-> 10.0.2.3
9. [conn] pid O0: tcp 10.0.2.3:80

10. [conn] pid O: udp 10.0.2.3:53

11. [dns] pid 0: DNS 1 login.live.com-> 10.0.2.3
12. [conn] pid 0: tcp 10.0.2.3:443

13. [conn] pid 0: udp 10.0.2.3:53

14. [dns] pid 0: DNS 1 ctldl.w ndowsupdate.com-> 10.0.2.3
15. [conn] pid 0: tcp 10.0.2.3:80

16. [conn] pid 0: tcp 10.0.2.3:80

17. [conn] pid 0: tcp 10.0.2.3:80

18. [conn] pid 0: tcp 10.0.2.3:443

19. [conn] pid 0: tcp 10.0.2.3:80

20. [conn] pid 0: tcp 10.0.2.3:80

21. [conn] pid 0: tcp 10.0. 2. 3:443

22. [conn] pid 0: tcp 10.0.2.3:80

23. [conn] pid 0: tcp 10.0.2.3:80



24. [conn] pid 0: tcp 10.0.2.3:80
25. [conn] pid 0: tcp 10.0. 2. 3: 443

...and 75 more events

Packet capture: available (full PCAP)

Spawned Processes (50)
System
wininit.exe - wininit.exe
Regi stry
svchost.exe - C \W ndows\syst enB2\ svchost.exe -k Local Service -p -s SstpSvc
wi nl ogon. exe - wi nl ogon. exe
svchost. exe - C\Wndows\systenB2\svchost.exe -k DcomLaunch -p -s LSM
snmes. exe - \ SystenRoot\ Syst enB82\ snss. exe 000000dc 00000084
CSrss. exe - %SystemnmRoot % syst enB2\ csrss. exe Obj ect Di rect ory=\ Wndows SharedSecti on=1024, 20480, 768 W ndows=0n SubSyst
smes. exe - \ SystenRoot\ Syst enB2\ snss. exe
upfc. exe - C \Wndows\ Syst enB82\ Upf c. exe /| aunchtype boot /cv AHBOVs+XzE63nmBX8dgzk/g. 0
Runti meBroker. - C \ W ndows\ SystenB2\ Runti meBr oker. exe - Enbeddi ng
dl | host.exe - C \W ndows\systenB2\ Dl | Host. exe /Processi d: { 133EACAF- 5891- 4D04- BADA- D84870380A80}
Sear chApp. exe - "C:\ W ndows\ Syst emApps\ M crosoft. W ndows. Sear ch_cwsnl1h2t xyewy\ Sear chApp. exe" - Server Nane: Cort anaUl . /
svchost. exe - C \W ndows\syst enB2\ svchost. exe -k appnodel -p -s cansvc
nmobsync. exe - C:\ W ndows\ Syst enB2\ nobsync. exe - Enbeddi ng
conhost . exe - \??\ C:\ Wndows\ syst en82\ conhost . exe 0x4
nsedge. exe
BdeUl Srv. exe - C:\ Wndows\ Syst enB2\ BdeUl Srv. exe - Enbeddi ng
SecurityHealth
cnd. exe - C \Wndows\systenB82\cnd. exe /¢ ""C:\ProgranData\M crosoft\ Wndows\ Start Menu\ Prograns\ StartUp\fire_| oader.
nsedge. exe - "C.\Program Fil es (x86)\ M crosoft\Edge\ Applicati on\ nsedge. exe" --type=gpu-process --gpu-preferences=SA/
taskhost w. exe
nsedge. exe - "C \Program Fi |l es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=crashpad-handler "--user-data-dir
SIHO i ent.exe - C \ W ndows\ SystenB2\si hclient.exe /cv AHBOVs+XzE63nmBX8dgzk/g. 0.2
netsh. exe - netsh advfirewall set allprofiles state off
nsedge. exe - "C \Program Fil es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=utility --utility-sub-type=networ
msedge. exe - "C:\Program Files (x86)\M crosoft\Edge\ Applicati on\ nsedge. exe" --type=utility --utility-sub-type=storac
W rndr . exe
svchost . exe - C \ W ndows\syst enB82\ svchost. exe -k Uni stackSvcG oup
fontdrvhost.ex - "fontdrvhost. exe"

...and 20 more
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