KVMX

Evidence-First Malware Analysis

Analysis Report: urlhaus_438a199c6002.exe

Verdict: suspicious; 117 anti-VM checks (mixed)

Analysis Overview

Malicious Activity Summary
- T1027.002
- T1497.001
- T1071.001
- Obfuscated Files or Information
- Process Injection

Hashes

SHA-256: 438a199¢60026b897fddad4da23d69e103cad34864a070d1b7659¢f462628505f
SHA-1: bf119129aa816d95af82b5ed9194aaba52b0d90f

MD5: e0bf699a9016ef9a7740953c6ec4feb0

Size: 284,672 bytes

Packer Detection

Packer: Unknown packer (high entropy in .text)

Confidence: medium

PE Information

Architecture: 32-bit

Type: Executable

Entry Point: 0x26CO0

Sections: 1

Name Virtual Size Entropy
text 0x44800 7.99

Strings (200 found)

MZER

I This program cannot be run in DOS node.
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... and 150 more

Malware Config

Indicators of Compromise (26)




URLs (11)

http://ww. col unbi a. edu/ ou2w

http://ww. | marguerite. one/ 1o4u/

http://ww.ivi.ru/s7gr/

htt p://ww. hydrarai n. conl h1nx/

http://ww. t eanmswanborn. nl /f p78/

http://ww. xston. site/wo5h/

http://ww. bridgerits.dev/3ftu/

http://ww. rocket wash. onl i ne/ 7uq0/

http://ww. pronptfile.conihicb/

http://wwmv. jinrichiguar6.cc/2y8v/

http://ww. akue. fr/ 9w2k/

Domains (15)
www. col unbi a. edu
www. | mar gueri te. one
WWW. T Vi ru
www. hydr ar ai n. com
www. t eanswanbor n. nl
wWww. Xston. site

www. bri dgerits. dev

www. r ocket wash. onl i ne

www. pronpt file.com
WwWw. j i nri chi guar6. cc
www. akue. fr

api . msn. com

assets. nsn. com

www. bi ng. com

arc. msn. com

MITRE ATT&CK (5)

Technique Name Tactic Source

T1027.002 detonation-evidence
T1497.001 detonation-evidence
T1071.001 detonation-evidence
T1027 Obfuscated Files or Information Defense Evasion

T1055 Process Injection pt_trace

Per-Process ATT&CK Attribution (1)

Which process attributed which technique, from the Intel-PT per-CR3 demux (each syscall resolved under its own process address space).

Proces

NVDisplay.Cont | 1228 | 11 | T1055
Dynamic Detonation

Coverage: ran

Behavior: suspicious

Threat score: 40/100 (medium)

Factors: c2, attack_techniques

Network Connections (8)



Destination Domain Proto
10.0.2.3:80 tcp
10. 0. 2. 3: 443 tcp
224.0.0. 252: 5355 udp
10.0.2.3:53 udp
224.0.0. 251: 5353 udp
10. 0. 2. 255: 137 udp
255, 255. 255. 255: 67 udp
10. 0. 2. 255: 138 udp

assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

login.live.com (tlsstate: deadline exceeded)

www. bi ng. com (tlsstate:

deadl i ne exceeded)

assets.msn.com (tlsstate:

assets.msn.com (tlsstate:

www. bi ng. com (tlsstate:

deadl i ne exceeded)
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assets.msn.com (tlsstate:
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Behavioral Timeline (100)

1. [conn] pid O:
2. [conn] pid O:
3. [conn] pid O:
4. [conn] pid O:
5. [conn] pid O:
6. [conn] pid O:
7. [conn] pid O:
8. [dns] pid O:

9. [conn] pid O:
10. [conn] pid O:
11. [dns] pid O:

12. [conn] pid O:
13. [conn] pid O:
14. [dns] pid O:

15. [conn] pid O:
16. [conn] pid O:
17. [conn] pid O:
18. [conn] pid O:
19. [conn] pid O:
20. [conn] pid O:

udp
udp
udp
udp
udp
udp
udp

DNS 1 www. msftconnecttest.com-> 10.0.2.3
tcp 10.0.2.3:80
udp 10.0.2.3:53

DNS 1 | ogin.
tcp 10.0. 2.
udp 10.0. 2.

DNS 1 ctldl.wi

0.

tcp
tcp
tcp
tcp
tcp
tcp

255
224
224
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10. 0. 2. 255: 137
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live.com-> 10.0.2.3
3:443
3:53

ndowsupdat e. com -> 10.0. 2. 3




21. [conn] pid
22. [conn] pid
23. [conn] pid
24. [conn] pid
25. [conn] pid

...and 75 more events

tcp 10.0. 2. 3: 443
tcp 10.0.2.3:80
tcp 10.0.2.3:80
tcp 10.0.2.3:80
tcp 10.0. 2. 3: 443

e e e e

Packet capture: available (full PCAP)

Spawned Processes (50)
System
fontdrvhost.ex - "fontdrvhost. exe"
W ninit.exe - wninit.exe
Regi stry
| sass. exe - C \Wndows\systenB2\l| sass. exe
dwm exe - "dwm exe"
wi nl ogon. exe - wi nl ogon. exe
CSrss. exe - %SystenRoot % syst enB2\ csrss. exe Obj ect Di rect ory=\ Wndows SharedSecti on=1024, 20480, 768 W ndows=0n SubSyst
smes. exe - \ SystenRoot\ Syst enB2\ snss. exe
sl ui.exe - "C \Wndows\ Syst enB2\ SLUI . exe" Rul el d=31e71c49- 8da7-4a2f-ad92-45d98alc79ba; Acti on=Aut oActi vat e; Appl d=55c¢
dl | host.exe - C\W ndows\systenB2\ Dl | Host. exe / Processi d: { AB8902B4- 09CA- 4BB6- B78D- ABF59079A8D5}
winrs.exe - "C \Wndows\ SysWOM4\ wi nrs. exe"
svchost. exe - C \ W ndows\ Syst enB2\ svchost. exe -k Local Service -p -s LicenseManager
sl ui.exe - "C \Wndows\ Syst enB2\ SLUI . exe" Rul el d=31e71c49- 8da7-4a2f-ad92-45d98alc79ba; Acti on=Aut oAct i vat e; Appl d=55c
svchost. exe - C\W ndows\ Syst enB2\ svchost. exe -k Local SystemNet workRestricted -p -s NcbhService
nsedge. exe
Runti neBroker. - C:\W ndows\ Syst enB2\ Runt i neBr oker. exe - Enbeddi ng
svchost.exe - C \W ndows\syst enB2\ svchost. exe -k Uni stackSvcG oup
St art MenuExper - "C:\ W ndows\ Syst emApps\ M crosof t. Wndows. St art MenuExper i enceHost _cwbnlh2t xyewy\ St art MenuExperi encet
BdeUl Srv. exe - C:\ W ndows\ Syst enB2\ BdeUl Srv. exe - Enbeddi ng
backgroundTask - "C:\ W ndows\ syst enB2\ backgr oundTaskHost . exe" - Server Nane: G obal . | ri sServi ce. AppXwt 29n3t 7x7qg6f gyr r bt
Sear chApp. exe - "C:\ W ndows\ Syst emApps\ M crosoft. W ndows. Sear ch_cwsnlh2t xyewy\ Sear chApp. exe" - Server Nane: Cort anaUl . /
svchost.exe - C \Wndows\systenB2\svchost.exe -k appnodel -p -s camsvc
backgroundTask - "C:\W ndows\ syst enB82\ backgr oundTaskHost . exe" - Server Nane: Shel | FeedsUl . AppXnj 65k2d1lalr nztt 2t 2nng5ctr
backgroundTask - "C:\W ndows\ syst enB82\ backgr oundTaskHost . exe" - Server Nanme: W ndowsBackup. AppXnn6f nh4r axt ng45ba8k2f 4y}
taskhost w. exe
dl | host.exe - C \Wndows\systenB2\ Dl | Host. exe /Processi d: { 133EAC4AF- 5891- 4D04- BADA- D84870380A80}
mobsync. exe - C:\ W ndows\ Syst enB2\ nobsync. exe - Enbeddi ng
sppsvc. exe - C\ W ndows\ syst enB2\ sppsvc. exe
cnd. exe

...and 20 more
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