KVMX

Evidence-First Malware Analysis

Analysis Report: urlhaus_3ddce244c308.exe

Verdict: suspicious; 63 anti-VM checks (mixed)

Analysis Overview

Malicious Activity Summary
- T1027.002
- T1497.001
- T1071.001
-T1105
- Obfuscated Files or Information
- Boot or Logon Autostart Execution: Registry Run Keys

Hashes

SHA-256: 3ddce244¢308f1ce27307b16467f29bd7f3e2333¢c535¢ch4a0c5d93a0b7296230
SHA-1: 2d2dc3e2beb02d79d39¢17¢3388b51566f29edf2

MD5: fOlafca27ee2c5d8779eed816bf8c91d

Size: 283,648 bytes

Packer Detection

Packer: Unknown packer (high entropy in .text)

Confidence: medium

PE Information

Architecture: 32-bit

Type: Executable

Entry Point: 0x26A0

Sections: 1

Name Virtual Size Entropy
text 0x44400 7.99

Strings (200 found)

MZER
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... and 150 more

Malware Config




Indicators of Compromise (12)

URLs (4)
http://ww. cprondemand. coni pnBy/
http://ww. oxesqgfws. conit skl /
http://ww. sl oti mel18. coni il 8x/
http://ww. gournetolia.nl/2322/
Domains (8)
www. cpr ondenand. com
www. oxesqf ws. com
www. sl oti mell8. com
www. gour et ol i a. nl
assets. nsn. com
www. bi ng. com
confi g. edge. skype. com

edge- consuner - st ati c. azur eedge. net

MITRE ATT&CK (6)

Technique Name Tactic Source

T1027.002 detonation-evidence
T1497.001 detonation-evidence
T1071.001 detonation-evidence
T1105 detonation-evidence
T1027 Obfuscated Files or Information Defense Evasion

T1547.001 Boot or Logon Autostart Executio Persistence behavioral_inference

Dynamic Detonation

Coverage: ran

Behavior: suspicious

Threat score: 40/100 (medium)
Factors: c2, attack_techniques

Network Connections (8)

Destination Domain Proto
10.0.2.3:80 tcp
10. 0. 2. 3: 443 tcp
10.0.2.3:53 udp
255. 255. 255. 255: 67 udp
224.0.0.252: 5355 udp
10. 0. 2. 255: 138 udp
10. 0. 2. 255: 137 udp
224.0.0.251: 5353 udp

assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)




assets.msn.com (tlsstate: deadline exceeded)
assets.nmsn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)

Behavioral Timeline (100)

1. [conn] pid 0: udp 255.255.255. 255: 67
2. [conn] pid 0: udp 224.0.0.251:5353
3. [conn] pid 0: udp 224.0.0.252:5355
4. [conn] pid 0: udp 10.0.2.255:137
5. [conn] pid O0: udp 10.0.2.3:53
6. [dns] pid 0: DNS 1 www. nsftconnecttest.com-> 10.0.2.3
7. [conn] pid 0: tcp 10.0.2.3:80
8. [conn] pid 0: tcp 10.0.2.3:80
9. [conn] pid 0: tcp 10.0.2.3:80
10. [conn] pid 0: tcp 10.0.2.3:80
11. [conn] pid 0: udp 10.0.2.3:53
12. [dns] pid 0: DNS 1 assets.nsn.com-> 10.0.2.3
13. [conn] pid 0: tcp 10.0.2.3:443
14. [conn] pid 0: tcp 10.0.2.3:443
15. [conn] pid O0: udp 10.0.2.3:53
16. [dns] pid 0: DNS 1 ctldl.w ndowsupdate.com -> 10.0.2.3
17. [conn] pid 0: tcp 10.0.2.3:80
18. [conn] pid O0: tcp 10.0.2.3:80
19. [conn] pid 0: tcp 10.0.2.3:80
20. [conn] pid 0: tcp 10.0.2.3:80
21. [conn] pid 0: tcp 10.0.2.3:80
22. [conn] pid 0: tcp 10.0.2.3:80
23. [conn] pid 0: tcp 10.0.2.3:80
24. [conn] pid 0: tcp 10.0.2.3:80
25. [conn] pid O0: tcp 10.0.2.3:80
...and 75 more events
Packet capture: available (full PCAP)

Persistence (1)

[Startup folder] malray.bat -> /ProgranData/M crosoft/W ndows/ Start Menu/ Prograns/ Startup/ mal ray. bat

Spawned Processes (50)
System
Regi stry
Wininit.exe - wininit.exe
wi nl ogon. exe - wi nl ogon. exe
CSrss. exe - %8ystenRoot % syst enB2\ csrss. exe Obj ect Di rectory=\ W ndows SharedSecti on=1024, 20480, 768 W ndows=0n SubSyst
smes. exe - \ SystenRoot\ Syst enB82\ siss. exe
svchost. exe - C\Wndows\systenB2\svchost. exe -k DconLaunch -p -s Devicel nstal



svchost. exe - C \Wndows\systenB2\svchost.exe -k netsvcs -p -s Prof Svc

svchost.exe - C \Wndows\ Syst enB2\ svchost. exe -k Local Servi ceNet workRestricted -p -s EventLog
NVDi spl ay. Cont - C:\ W ndows\ SystenB2\ Dri ver Store\ Fi | eReposi tory\ nvami g. i nf_amd64_5a5c892944a7f 61d\ Di spl ay. NvCont ai ne
dbl nstal | er. ex

dwm exe - "dwm exe"

svchost. exe - C \ W ndows\ Syst enB2\ svchost. exe -k wsappx -p -s CipSVC

svchost. exe - C \ W ndows\syst enB2\ svchost. exe -k Local SystemNet wor kRestricted -s WPDBusEnum
svchost . exe - C\ W ndows\syst enB2\ svchost. exe -k Local Servi ceNetworkRestricted -p -s Ti neBroker Svc
upfc. exe - C \Wndows\ Syst enB82\ Upf c. exe /|l aunchtype boot /cv W 4zr XKr AO6mvROUj e91KA. O

LogonUl . exe - "LogonUl .exe" /flags:0x2 /state0: 0xa3b2c055 /st atel: 0Ox41c64e6d

svchost.exe - C \ W ndows\syst enB2\ svchost.exe -k netsvcs -p -s DsnBvc

dxgi adaptercac - "C \ Wndows\ syst enB2\ dxgi adapt er cache. exe"

svchost. exe - C \Wndows\systenB2\svchost.exe -k Local Service -p -s nsi

svchost.exe - C \W ndows\ Syst enB2\ svchost.exe -k netsvcs -p -s Thenes

svchost. exe - C \Wndows\systenB2\svchost.exe -k Local Servi ceNoNetwork -p

svchost.exe - C \W ndows\ syst enB2\ svchost. exe -k Local Servi ceNetwor kRestricted -p -s Dhcp
svchost.exe - C \W ndows\ syst enB2\ svchost. exe -k Local Servi ceNetworkRestricted -p

svchost.exe - C \Wndows\ Syst enB2\ svchost. exe -k Local Servi ceNet workRestricted -p
fontdrvhost.ex - "fontdrvhost. exe"

svchost.exe - C \Wndows\ Syst enB2\ svchost.exe -k Local Service -p -s netprofm

svchost. exe - C \ W ndows\ Syst en82\ svchost. exe -k NetworkService -p -s N aSvc

svchost. exe - C \ W ndows\systenB2\svchost. exe -k Local Service -p -s FontCache

svchost. exe - C \ W ndows\systenB2\ svchost.exe -k netsvcs -p -s widsvc

...and 20 more

Report ID: jiRFLcszn2C5n0070zJY6_kHJEqQEpUOJEp-IliOscl4
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