KVMX

Evidence-First Malware Analysis

Analysis Report: urlhaus_4b0d8aaa3f52.exe

Verdict: suspicious; 62 anti-VM checks (mixed)

Analysis Overview

Malicious Activity Summary
- T1027.002
- T1497.001
- T1071.001
-T1105
- Obfuscated Files or Information
- Boot or Logon Autostart Execution: Registry Run Keys

Hashes

SHA-256: 4b0d8aaa3f52f48¢c5¢c59d368bf925b4456f39162b16dba03dc328678c6208a7b
SHA-1: b09195b0e8fb7122c7cfbc9f3dadee8bla329e2a

MD5: 8f42c066a13d5e5d023¢c96607d310414

Size: 286,208 bytes

Packer Detection

Packer: Unknown packer (high entropy in .text)

Confidence: medium

PE Information

Architecture: 32-bit

Type: Executable

Entry Point: 0x26E0

Sections: 1

Name Virtual Size Entropy
text 0x44E00 7.99

Strings (200 found)

MZER
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... and 150 more

Malware Config




Indicators of Compromise (17)

URLSs (6)

http://ww. bshuhd. conl yy2f/

http://ww. avspd. cc/ scpn/

http://ww. dei kos. xyz/i sb9/

http://ww. springcityrealty.click/y25g/

http://ww. zzwksw. coni j bpt/

htt p: // ww. en- en- neur opan. coni 9f n3/
Domains (10)

www. bshuhd. com

www. avspd. cc

www. dei kos. xyz

www. springcityrealty.click

WWW. ZZWKSW. com

WWV. en- en- neur opan. com

assets. nsn. com

www. bi ng. com

config. edge. skype. com

edge- consuner - stati c. azur eedge. net
File paths (1)

x:\}

MITRE ATT&CK (6)

Technique Name Tactic Source

T1027.002 detonation-evidence
T1497.001 detonation-evidence
T1071.001 detonation-evidence
T1105 detonation-evidence
T1027 Obfuscated Files or Information Defense Evasion

T1547.001 Boot or Logon Autostart Executio Persistence behavioral_inference

Dynamic Detonation

Coverage: ran

Behavior: suspicious

Threat score: 40/100 (medium)
Factors: c2, attack_techniques

Network Connections (8)

Destination Domain Proto
10.0.2.3:80 tcp
10.0.2.3:53 udp
10. 0. 2. 3: 443 tcp
224.0. 0. 252: 5355 udp
10. 0. 2. 255: 137 udp
224.0.0.251: 5353 udp
10. 0. 2. 255: 138 udp
255, 255. 255. 255: 67 udp
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Behavioral Timeline (100)
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[ conn]
[ conn]
[ conn]

[ conn]

[dns] pid O: DNS 1 www.

[conn] pid 0: tcp 10.0.2.3:80
[conn] pid 0: udp 10.0. 2. 255:137
[conn] pid 0: tcp 10.0.2.3:80
[conn] pid 0: tcp 10.0.2.3:80
[conn] pid O: tcp 10.0.2.3:80
[conn] pid O: udp 10.0.2.3:53
[dns] pid O:

[conn] pid O: tcp 10.0. 2. 3: 443
[conn] pid O: tcp 10.0. 2. 3: 443
[conn] pid O: udp 10.0.2.3:53
[dns] pid O: DNS 1 ctldl.w
[conn] pid 0: tcp 10.0.2.3:80
[conn] pid 0: tcp 10.0.2.3:80
[conn] pid 0: tcp 10.0.2.3:80
[conn] pid O0: tcp 10.0.2.3:80
[conn] pid O: tcp 10.0.2.3:80
[conn] pid O: tcp 10.0.2.3:80
[conn] pid O: tcp 10.0.2.3:80
[conn] pid 0: tcp 10.0.2.3:80
[conn] pid 0: tcp 10.0.2.3:80

pid 0: udp 255
pid 0: udp 224
pid 0: udp 224

...and 75 more events

Packet capture:

Persistence (1)

[Startup folder] nalray. bat

Spawned Processes (50)
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. 255. 255, 255: 67
.0.0.251: 5353
.0.0. 252: 5355
pid 0: udp 10.0.2.3:53

nmsftconnecttest.com-> 10.0.2.3

-> [ ProgranDat a/ M crosoft/ W ndows/ St art Menu/ Prograns/ St art up/ mal ray. bat

available (full PCAP)

DNS 1 assets.msn.com-> 10.0.2.3

tls

ndowsupdat e. com -> 10.0. 2. 3

unknown certificate)



System
Regi stry
SNEBS. exe
wi nl ogon. exe - wi nl ogon. exe
Wi ninit.exe - wininit.exe
CSrss. exe - %SystenRoot % syst enB2\ csrss. exe Obj ect Di rect ory=\ Wndows SharedSecti on=1024, 20480, 768 W ndows=0n SubSyst
smes. exe - \ SystenRoot\ Syst enB2\ snss. exe
St art MenuExper - "C:\ W ndows\ Syst emApps\ M crosoft. Wndows. St art MenuExper i enceHost _cwbnlh2t xyewy\ St art MenuExperi encet
svchost. exe - C \W ndows\ Syst enB2\ svchost. exe -k Local SystemNet workRestricted -p -s NcbService
dl I host.exe - C\Wndows\systenB82\D | Host. exe /Processi d: { 133EACAF- 5891- 4D04- BADA- D84870380A80}
Runti neBroker. - C:\ W ndows\ Syst enB2\ Runt i neBr oker. exe - Enbeddi ng
Sear chApp. exe - "C:\ W ndows\ Syst emApps\ M crosoft. W ndows. Sear ch_cwsnl1h2t xyewy\ Sear chApp. exe" - Server Nane: Cort anaUl . /
nsedge. exe - "C:\Program Fil es (x86)\M crosoft\Edge\ Applicati on\ nsedge. exe" --single-argunent http://ww. nsftconnect
svchost.exe - C \W ndows\syst enB2\ svchost. exe -k appnodel -p -s cansvc
nsedge. exe - "C:\Program Fil es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=crashpad-handler "--user-data-dir
nsedge. exe - "C:\Program Fil es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=gpu-process --gpu-preferences=SA/
nsedge. exe - "C:\Program Fil es (x86)\ M crosoft\Edge\ Applicati on\nsedge. exe" --type=utility --utility-sub-type=storac
nsedge. exe - "C \Program Fil es (x86)\ M crosoft\Edge\ Application\ nsedge. exe" --type=utility --utility-sub-type=networ
nsedge. exe - "C: \Program Fil es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=renderer --pdf-upsell-enabled --\
nsedge. exe - "C \Program Fi |l es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=renderer --pdf-upsell-enabled --\
mobsync. exe - C:\ Wndows\ Syst enB2\ nobsync. exe - Enbeddi ng
svchost. exe - C \ W ndows\ Syst enB2\ svchost. exe -k Local Servi ceNetwor kRestricted -p
upfc. exe - C \Wndows\ Syst enB82\ Upf c. exe /| aunchtype boot /cv R+K5+6kxHUWDRIbi L103Uw. O
NVDi spl ay. Cont - C:\ W ndows\ SystenB2\ Dri ver Store\ Fi | eReposi tory\nvam g.inf_anmd64_5a5c892944a7f 61d\ Di spl ay. NvCont ai ne
svchost. exe - C \ W ndows\ Syst enB2\ svchost. exe -k Local Service -p -s netprofm
servi ces. exe - C \Wndows\systenB2\services. exe
svchost.exe - C \W ndows\syst enB2\ svchost. exe -k NetworkService -p -s Dnscache
taskhost w. exe - taskhostw exe Expl oit CGuardPolicy
svchost. exe - C\ W ndows\syst enB2\ svchost.exe -k netsvcs -p -s SENS
svchost . exe - C\ W ndows\ Syst enB2\ svchost. exe -k netsvcs -p -s Thenes

...and 20 more
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