KVMX

Evidence-First Malware Analysis

Analysis Report: urlhaus_blec921ab8b8.exe
Verdict: LIKELY-MALICIOUS

Verdict: likely-malicious; 177 anti-VM checks (mixed)

Analysis Overview

Score: 7/10

Threat level: Likely malicious

Malicious Activity Summary
- T1497.001
- T1071.001
- T1105
- Process Injection
- Process Injection: Dynamic-link Library Injection
- Input Capture: Keylogging
- Process Discovery
- Indicator Removal: File Deletion
- System Information Discovery
- Shared Modules
- Access Token Manipulation
- Hijack Execution Flow: DLL Side-Loading
- Debugger Evasion
- File and Directory Discovery
- Scheduled Task/Job: Scheduled Task
- Boot or Logon Autostart Execution: Registry Run Keys

Hashes

SHA-256: blec921ab8b8c04be4f13b9ad814e8e3f2d6c046891c74211143330b5492dbd5
SHA-1: 7cd4be79f2ef243fbde63352ca59d5b9848dc417

MD5: 041f5888750ae8f3f6ca0a8e8b9215b6

Size: 655,952 bytes

Packer Detection

No packer detected.

PE Information

Architecture: 64-bit
Type: Executable
Entry Point: 0x76CO0



Sections: 7

Name Virtual Size Entropy
text 0x1Al1B1 6.55
.rdata O0xCF46 5.1
.data OX1AEA8 1.94
.pdata 0x14A0 5.12
fptable 0x100 0.0
.rsrc 0x73660 7.99
.reloc 0x664 4.89
Imports
KERNEL32.dll

TerminateProcess

CreateThread

GetCurrentThreadld

OpenThread

FlushlinstructionCache

GetTickCount

VirtualAlloc

VirtualProtect
VirtualFree
GetModuleHandleA
USER32.dll
DispatchMessageW
GetSystemMetrics
GetCursorPos
wsprintfA
MsgWaitForMultipleObjectsEx
PeekMessageW
TranslateMessage
MessageBoxW
wsprintfw
GetAsyncKeyState
ADVAPI32.dll
RegCloseKey
GetTokenInformation
OpenProcessToken
RegQuerylnfokeyW
RegOpenKeyExW
GetUserNameW
COMCTL32.dll
InitCommonControlsEx
SHLWAPLdII
PathFileExistsW
StrCmplW
UxTheme.dll
IsAppThemed

IsThemeActive

USERENV.dII




GetUserProfileDirectoryW
ole32.dll

ColnitializeEx

CoUninitialize
VERSION.dII
GetFileVersionInfoSizeW

Strings (200 found)
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... and 150 more

Malware Config

Indicators of Compromise (48)

URLs (10)
https://tel egram nme/ niduus
https://ww. pi nterest. conl nlduus
https://steancommunity. conl profil es/ 76561198657426610
http://crl.conpdo. net/ AAACertificateServices.crlO
http://ww. m crosoft.conD
http://ww. quovadi s. bnD
https://aware-crl. com
https://aware-crl. conl api / beacon
https://aware-crl. com 443/ api / beacon
htt ps://ocsp. quovadi sof f shore. conD

IPv4 addresses (16)
1.3.132.0

.3.36.3

.9.16.1

.9.16.2

.23.43.1

29.1

29.10

29.14

29.15

29.17

29.19

29.31

29. 32

29. 35

29. 37
41.3.6.1

Domains (22)

tel egram ne
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WWw. pi nt erest. com

st eantommuni ty. com

awar e-crl.com

assets. msn.com

www. bi ng. com

confi g. edge. skype. com

edge- consuner - stati c. azur eedge. net
crl . conodo. net

www. mi cr osof t. conD

www. quovadi s. bnD

ocsp. quovadi sof f shore. conD



access. next | soft.com

are-crl.com

ate.com

e-crl.com

i pve-literal.net

i zenpe. com

ndowsupdat e. com

ssl.com

st ugwar epanel v2. com

www. st ugwar epanel v2. com

MITRE ATT&CK (16)

Technique Name Tactic Source

T1497.001 detonation-evidence
T1071.001 detonation-evidence
T1105 detonation-evidence
T1055 Process Injection Defense Evasion

T1055.001 Process Injection: Dynamic-link Defense Evasion

T1056.001 Input Capture: Keylogging Credential Access

T1057 Process Discovery Discovery

T1070.004 Indicator Removal: File Deletion Defense Evasion

T1082 System Information Discovery Discovery

T1129 Shared Modules Execution

T1134 Access Token Manipulation Privilege Escalation

T1574.002 Hijack Execution Flow: DLL Side- Privilege Escalation

T1622 Debugger Evasion Defense Evasion

T1083 File and Directory Discovery pt_trace

T1053.005 Scheduled Task/Job: Scheduled Ta Persistence behavioral_inference
T1547.001 Boot or Logon Autostart Executio Persistence behavioral_inference

Per-Process ATT&CK Attribution (5)

Which process attributed which technique, from the Intel-PT per-CR3 demux (each syscall resolved under its own process address space).

Proces

msedge.exe 5512 155 T1057, T1083
RuntimeBroker. 6040 115 T1057, T1083
0x147121000 326 T1083
0x124d7d000 17 T1083
0x124d83000 13 T1083

Dynamic Detonation

Coverage:

Behavior:

Threat score:

Factors:

ran

malicious-behavior

70/100 (high)

c2, attack_techniques

Network Connections (8)



Destination Domain Proto
10.0.2.3:80 tcp
10. 0. 2. 3: 443 tcp
10.0. 2. 3: 53 udp
10. 0. 2. 255: 137 udp
224.0. 0. 252: 5355 udp
255. 255. 255. 255: 67 udp
224.0.0.251: 5353 udp
10. 0. 2. 255: 138 udp

Memory-Recovered I0Cs (runtime deobfuscation) (38)

Decoded from guest memory at the hypervisor - recovered from obfuscation static analysis cannot unpack.

[url]
[url]
[url]
[url]
[url]
[url]
[url]
[ domai
[ domai
[ domai
[ domai
[ domai
[ domai
[ domai
[ domai
[ domai
[ domai
[ domrai
[ domrai
[ domrai
[ domai
[ domai

http://crl.conpdo. net/ AAACertificateServices.crlO

http://ww. m crosoft.conD
http://ww. quovadi s. bnD
https://aware-crl. com
https://aware-crl. conf api/ beacon

https://aware-crl.com 443/ api / beacon

https://ocsp. quovadi sof f shore. conD
n] access. nextlsoft.com

n] are-crl.com

n] ate.com

n] aware-crl.com

n] crl.conodo. net

n] e-crl.com

n] ipv6-literal.net

n] izenpe.com

n] ndowsupdat e. com

n] ocsp. quovadi sof f shore. conD
n] ssl.com

n] stugwarepanel v2. com

n] ww. i crosoft.conD

n] ww. quovadi s. bnD

n] ww. st ugwar epanel v2. com

[ip] 1.3.132.0
[ip] 1.3.36.3
[ip] 1.9.16.1

...and 13 more

W, bi

ng.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate:
assets.msn.com (tlsstate:

deadl i ne exceeded)
deadl i ne exceeded)

www. bi ng. com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate:
assets.msn.com (tlsstate:
assets.msn.com (tlsstate:
assets. msn.com (tlsstate:
assets.msn.com (tlsstate:

assets.msn.com (tlsstate:

deadl i ne exceeded)
deadl i ne exceeded)
deadl i ne exceeded)
deadl i ne exceeded)
deadl i ne exceeded)

deadl i ne exceeded)

www. bi ng. com (tlsstate: deadline exceeded)

www. bi ng. com (tlsstate: deadline exceeded)

www. bi ng. com (tlsstate: deadline exceeded)




assets.msn.com (tlsstate: deadline exceeded)
assets.nmsn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

Behavioral Timeline (100)

[conn] pid 0: udp 224.0.0.251:5353

udp 224.0.0. 252: 5355

udp 255. 255. 255. 255: 67

udp 224.0.0. 251: 5353

udp 224.0.0. 252: 5355

udp 224.0.0. 252: 5355

udp 224.0.0. 252: 5355

udp 10. 0. 2. 255: 137

udp 10.0.2.3:53

[dns] pid O: DNS 1 www. nsftconnecttest.com-> 10.0.2.3
[conn] pid 0: tcp 10.0.2.3:80

[conn] pid 0: tcp 10.0.2.3:80

[conn] pid O0: tcp 10.0.2.3:80

[conn] pid O: udp 10.0.2.3:53

[dns] pid O: DNS 1 aware-crl.com-> 10.0.2.3
[conn] pid 0: tcp 10.0. 2. 3: 443

[conn] pid 0: udp 10.0. 2. 3:53

[dns] pid 0: DNS 1 ctldl.w ndowsupdate.com-> 10.0.2.3
[conn] pid 0: tcp 10.0.2.3:80

[conn] pid O: tcp 10.0.2.3:80

[conn] pid O: udp 10.0.2.3:53

[dns] pid O: DNS 1 assets.nmsn.com-> 10.0.2.3
[conn] pid O: tcp 10.0. 2. 3: 443

[conn] pid O: tcp 10.0. 2. 3: 443

25. [conn] pid O0: tcp 10.0.2.3:80

...and 75 more events

[conn] pid
[conn] pid
[conn] pid
[conn] pid
[conn] pid
[conn] pid
[conn] pid
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Packet capture: available (full PCAP)

Persistence (1)

[Startup folder] malray.bat -> /ProgranData/ M crosoft/W ndows/ Start Menu/ Prograns/ Startup/ mal ray. bat

Spawned Processes (50)
System
Regi stry
svchost.exe - C \W ndows\syst enB2\ svchost. exe -k RPCSS -p
snmes. exe - \ SystenRoot\ Syst enB2\ snss. exe
svchost. exe - C\Wndows\ Syst enB2\ svchost. exe -k Local SystemNet workRestricted -p -s NcbService
backgroundTask - "C:\ W ndows\ syst enB2\ backgr oundTaskHost . exe" - Server Name: W ndowsBackup. AppXnn6f nh4r axt ng45ba8k2f 4yl
St art MenuExper - "C:\ W ndows\ Syst emApps\ M crosoft. Wndows. St art MenuExper i enceHost _cwbnlh2t xyewy\ St art MenuExper i encet
Runti meBroker. - C \ W ndows\ SystenB2\ Runti meBr oker. exe - Enbeddi ng
dl | host.exe - C \W ndows\systenB2\ Dl | Host. exe / Processi d: { 133EACAF- 5891- 4D04- BADA- D84870380A80}
Sear chApp. exe - "C:\ W ndows\ Syst emApps\ M crosoft. W ndows. Sear ch_cwsnlh2t xyewy\ Sear chApp. exe" - Server Nane: Cort anaUl . /
svchost. exe - C \ W ndows\syst enB2\ svchost. exe -k appnodel -p -s cansvc
svchost. exe - C \ W ndows\syst enB2\ svchost. exe -k Local SystemNet workRestricted -p -s PcaSvc
svchost.exe - C \ W ndows\syst enB2\ svchost.exe -k netsvcs -p -s Appinfo
url haus_blec92 - svchost. exe

nmsedge. exe - "C:\Program Fil es (x86)\M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=crashpad-handler "--user-data-dir



nsedge. exe - "C \Program Fi |l es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=gpu-process --gpu-preferences=SA/

nsedge. exe - "C \Program Fi |l es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=utility --utility-sub-type=networ

mobsync. exe - C:\ Wndows\ Syst enB2\ nobsync. exe - Enbeddi ng

msedge. exe - "C:\Program Files (x86)\M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=renderer --pdf-upsell-enabled --\

msedge. exe - "C:\Program Fil es (x86)\M crosoft\Edge\ Applicati on\ nsedge. exe" --type=renderer --pdf-upsell-enabled --\

msedge. exe - "C:\Program Fil es (x86)\M crosoft\Edge\ Applicati on\nsedge. exe" --type=utility --utility-sub-type=storac

msedge. exe - "C:\Program Files (x86)\M crosoft\Edge\ Applicati on\nsedge. exe" --type=utility --utility-sub-type=entit)

conhost . exe - \??\ C.\ Wndows\ syst enB2\ conhost . exe 0x4

scht asks. exe - schtasks.exe /create /tn "WndowsSecurityHeal th" /xm "C: \Users\ MATT~1. JOH\ AppDat a\ Local \ Tenp\ ~st 000(

svchost. exe - C \Wndows\ Syst enB2\ svchost.exe -k netsvcs -p -s BDESVC

fontdrvhost.ex - "fontdrvhost. exe"

svchost. exe - C \Wndows\systenB2\svchost.exe -k Local Servi ceNetworkRestricted -p -s Ti meBroker Svc

| sass. exe - C \Wndows\systenB2\I| sass. exe

svchost. exe - C \Wndows\systenB2\svchost. exe -k DconmLaunch -p -s Devicelnstall

NVDi spl ay. Cont - C:\ W ndows\ SystenB2\ Dri ver Store\ Fi | eReposi tory\nvani g.inf_anmd64_5a5c892944a7f 61d\ Di spl ay. NvCont ai ne
...and 20 more
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