KVMX

Evidence-First Malware Analysis

Analysis Report: urlhaus_84e0669351cd.exe

Verdict: suspicious; 40 anti-VM checks (mixed)

Analysis Overview

Malicious Activity Summary

- T1497.001

- T1105

- Process Injection: Dynamic-link Library Injection

- Application Layer Protocol: Web Protocols

- System Information Discovery

- Shared Modules

- Hijack Execution Flow: DLL Side-Loading

- Boot or Logon Autostart Execution: Registry Run Keys

Hashes

SHA-256: 84e0669351cdf4ce4006082749¢8810219134c1d332f2b226697c5ed00f3c04c
SHA-1: 1993cc64e69f1f07d4b5dc051bbd6bela04ee656

MD5: aaea22c0545af555ecf5357c0bfccl8c

Size: 10,349,416 bytes

Packer Detection

No packer detected.

PE Information

Architecture: 64-bit

Type: Executable

Entry Point: 0x73D60

Sections: 8

Name Virtual Size Entropy
text OxF7791 6.24
.rdata Ox1B1EAS8 6.99
.data 0x58028 4.53
.pdata 0x4F8C 5.24




Xxdata 0xB4 1.78

.idata 0x53E 4.02

.reloc 0x4148 5.41

.symtab 0x1BCB6 5.05

Imports

kernel32.dll
WriteFile
WriteConsoleW
WerSetFlags
WerGetFlags
WaitForMultipleObjects
WaitForSingleObject
VirtualQuery
VirtualFree
VirtualAlloc
TlsAlloc

Strings (200 found)
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... and 150 more

Indicators of Compromise (1)

Domains (1)

n.wn

MITRE ATT&CK (8)

Technique Name Tactic Source

T1497.001 detonation-evidence
T1105 detonation-evidence
T1055.001 Process Injection: Dynamic-link Defense Evasion

T1071.001 Application Layer Protocol: Web Command and Control

T1082 System Information Discovery Discovery

T1129 Shared Modules Execution

T1574.002 Hijack Execution Flow: DLL Side- Privilege Escalation

T1547.001 Boot or Logon Autostart Executio Persistence behavioral_inference

Dynamic Detonation

Coverage: ran
Behavior: suspicious
Threat score: 30/100 (medium)

Factors:

Network Connections (6)

dropped_exe, attack_techniques

Destination Domain Proto
10.0.2.3:80 tcp
10.0. 2. 3: 53 udp
255. 255. 255. 255: 67 udp
224.0.0. 251: 5353 udp
10. 0. 2. 255: 137 udp




224.0. 0. 252: 5355 udp

Behavioral Timeline (57)

1. [conn] pid 0: udp 255.255. 255, 255: 67

2. [conn] pid 0: udp 224.0.0.251:5353

3. [conn] pid 0: udp 224.0.0.252:5355

4. [conn] pid 0: udp 10.0.2.255:137

5. [conn] pid 0: udp 10.0.2.3:53

6. [dns] pid O0: DNS 1 www. nsftconnecttest.com-> 10.0.2.3

7. [conn] pid 0: tcp 10.0.2.3:80

8. [http] pid 0: GET http://wwmv nsftconnecttest.coniconnecttest.txt
9. [conn] pid 0: tcp 10.0.2.3:80

10. [http] pid O: GET http://ww. nmsftconnecttest.conlconnecttest.txt
11. [conn] pid O0: tcp 10.0.2.3:80

12. [http] pid O0: GET http://ww. nmsftconnecttest.conl connecttest.txt
13. [conn] pid 0: tcp 10.0.2.3:80

14. [http] pid O0: GET http://ww. nmsftconnecttest.conf connecttest.txt
15. [conn] pid O: tcp 10.0.2.3:80

16. [http] pid O0: GET http://ww. nsftconnecttest.conlconnecttest.txt
17. [conn] pid 0: tcp 10.0.2.3:80

18. [http] pid O0: GET http://ww. msftconnecttest. conl connecttest.txt
19. [conn] pid 0: udp 10.0.2.3:53

20. [dns] pid O0: DNS 1 ww. nsftconnecttest.com-> 10.0.2.3

21. [conn] pid 0: tcp 10.0.2.3:80

22. [http] pid 0: GET http://ww. nsftconnecttest.confconnecttest.txt
23. [conn] pid 0: tcp 10.0.2.3:80

24. [http] pid 0: GET http://ww. nsftconnecttest.conlconnecttest.txt

25. [conn] pid O: udp 10.0.2.3:53

...and 32 more events

Packet capture: available (full PCAP)

Persistence (1)

[Startup folder] nalray.bat -> /ProgranData/M crosoft/Wndows/ Start Menu/ Prograns/ Startup/ malray. bat

Spawned Processes (50)
System
Regi stry
dwm exe - "dwm exe"
servi ces. exe - C \Wndows\systenB2\services. exe
svchost. exe - C \Wndows\systenB2\svchost.exe -k Local Service -p -s ns
snes. exe - \ SystenRoot\ Syst enB2\ snss. exe
svchost. exe - C \W ndows\syst enB2\ svchost. exe -k Local Service -p -s Di spBrokerDeskt opSvc
svchost. exe - C\Wndows\ Syst enB2\ svchost. exe -k NetworkService -p -s N aSvc
svchost.exe - C \W ndows\syst enB2\ svchost. exe -k Local SystemNet workRestricted -s WPDBusEnum
LogonUl . exe - "LogonUl . exe" /flags:0x2 /state0: 0xa3b2d055 /st atel: Ox41c64e6d
svchost.exe - C \W ndows\syst enB2\ svchost.exe -k netsvcs -p -s gpsvc
svchost.exe - C \W ndows\ Syst enB2\ svchost. exe -k Local Servi ceNetworkRestricted -p -s | mhosts
svchost. exe - C \Wndows\systenB2\svchost.exe -k Local Servi ceNet workRestricted -p -s Ti meBroker Svc
upfc. exe - C \Wndows\ Syst enB2\ Upfc. exe /| aunchtype boot /cv rPbPcLeUSOnmREhWLXx0YV8g. 0
svchost. exe - C \Wndows\ Syst enB2\ svchost.exe -k netsvcs -p -s Thenes
NVDi spl ay. Cont - C:\ W ndows\ Syst enB2\ Dri ver St or e\ Fi | eReposi t ory\ nvami g. i nf _and64_5a5c892944a7f 61d\ Di spl ay. NvCont ai ne
svchost. exe - C \ W ndows\systenB2\svchost.exe -k netsvcs -p -s Schedul e
svchost. exe - C \ W ndows\ Syst en82\ svchost. exe -k Local Servi ceNetwor kRestricted -p -s EventLog
fontdrvhost.ex - "fontdrvhost. exe"
svchost. exe - C \ W ndows\ Syst enB2\ svchost. exe -k Local SystemNet wor kRestricted -p -s Audi oEndpoi nt Bui | der



svchost. exe - C\Wndows\systenB2\svchost. exe -k

taskhost w. exe - taskhostw exe Expl oit GuardPolicy
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svchost .

exe

exe

| sass. exe -

svchost.
svchost .
svchost.
svchost .

svchost .

exe

exe

exe

exe

exe

...and 20 more

C.\ W ndows\ syst enB2\ svchost .
C.\ W ndows\ syst enB2\ svchost .

C.\ W ndows\ syst enB2\ | sass. exe

C.\ W ndows\ syst enB2\ svchost .
C.\ W ndows\ syst enB2\ svchost .
C.\ W ndows\ syst enB2\ svchost .
C.\ W ndows\ syst enB2\ svchost .
C.\ W ndows\ Syst enB2\ svchost .

exe

exe

exe

exe

exe

exe

exe
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netsvcs -p -s LanmanServer

Local Servi ceNet wor kRestricted -p
Net wor kServi ce -p -s Dnscache

Local Servi ceNoNet work -p

Local Servi ceNet workRestricted -p -s Dhcp
netsvcs -p -s ProfSvc

Local Service -p -s Event System

Local Service -p -s netprofm



