KVMX

Evidence-First Malware Analysis

Analysis Report: urlhaus_07bla32c53cl.exe
Verdict: MALICIOUS

Verdict: likely-malicious; 40 anti-VM checks (mixed)

Analysis Overview

Score: 7/10

Threat level: Malicious

Malicious Activity Summary
- T1497.001
- T1071.001
-T1105
-T1571
- Obfuscated Files or Information
- Process Injection
- Process Injection: Dynamic-link Library Injection
- Input Capture: Keylogging
- Process Discovery
- Indicator Removal: File Deletion
- Native API
- Modify Registry
- Screen Capture
- Clipboard Data
- Shared Modules
- Access Token Manipulation
- Data Encrypted for Impact
- Credentials from Password Stores: Credentials from Web Browsers
- Hijack Execution Flow: DLL Side-Loading
- Debugger Evasion

Hashes

SHA-256: 07bla32c53clefab24f54151b1158bad7404374f0dfdee558e7ad80ad278575a
SHA-1: bbdbbbaa2596aa7a8a85fa4d4090c4a0387d7d74

MD5: 2d4fe10deb30092875ad0e5327904cd9

Size: 641,024 bytes

Packer Detection

No packer detected.

PE Information




Architecture: 64-bit

Type: Executable

Entry Point: 0x49A34

Sections: 6

Name Virtual Size Entropy
text OX6EF58 6.43
.rdata 0x20662 5.43
.data OxC7F4 291
.pdata 0x62DC 5.66
.rsrc O0x48E8 3.82
.reloc 0xDAO 5.39
Imports
KERNEL32.dll

GetLogicalDriveStringsA

SetFilePointerEx

MoveFileW

RemoveDirectoryW
GetModuleHandleA
TerminateThread
GetFileSize
ExpandEnvironmentStringsW
GetEnvironmentVariableW
MultiByteToWideChar
USER32.dll
wsprintfw
GetClipboardData
UnhookWindowsHookEx
GetForegroundWindow
ToUnicodeEx
GetKeyboardLayout
SetWindowsHooKEXA
CloseClipboard
OpenClipboard
GetKeyboardState
GDI32.dll
BitBIt
CreateCompatibleBitmap
SelectObject
CreateCompatibleDC
StretchBIt
GetDIBits
DeleteDC
DeleteObject
CreateDCA
GetObjectA
ADVAPI32.dll
CryptAcquireContextA
CryptGenRandom




CryptReleaseContext
GetUserNameW
RegEnumKeyEXA
GetTokenlnformation
AdjustTokenPrivileges
LookupPrivilegeValueA
OpenProcessToken
RegQueryInfoKeyW
SHELL32.dll
Shell_NotifylconA
ShellExecuteExA
ShellExecuteW
ExtracticonA
ole32.dll
CoUninitialize
CoGetObject
ColnitializeEx
WINMM.dII
wavelnOpen
wavelnUnprepareHeader
wavelnPrepareHeader
wavelnStop
wavelnStart
wavelnAddBuffer
mciSendStringW
mciSendStringA
PlaySoundwW
wavelnClose
WS2_32.dll
socket
connect
recv
send
WSAGetLastError
WSAStartup
getaddrinfo
inet_ntoa
closesocket
urlmon.dll
URLOpenBlockingStreamW
URLDownloadToFileW
gdiplus.dll
GdipLoadlmageFromStream
GdipDisposelmage
GdipAlloc
GdipSavelmageToStream
GdipGetimageEncodersSize
GdipClonelmage
GdipGetimageEncoders
GdiplusStartup
GdipFree
WININET.dII

InternetReadFile



InternetCloseHandle
InternetOpenW
InternetOpenUrlW

Strings (200 found)
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\ $8H
\ $0H

... and 150 more

Malware Config

C2 / Network (1)

Endpoint Source
194.59. 31. 77: 5050 network
Indicators of Compromise (10)
IPv4 addresses (2)
194.59. 31. 77
94.59.31. 77
Domains (8)
zaa. co
ccu. cc
assets. nsn. com
www. bi ng. com
confi g. edge. skype. com
escal at ef ud. duckdns. org
edge- consuner - stati c. azur eedge. net
i pve-literal.net
MITRE ATT&CK (22)
Technique Name Tactic Source
T1497.001 detonation-evidence
T1071.001 detonation-evidence
T1105 detonation-evidence
T1571 detonation-evidence
T1027 Obfuscated Files or Information Defense Evasion
T1055 Process Injection Defense Evasion
T1055.001 Process Injection: Dynamic-link Defense Evasion
T1056.001 Input Capture: Keylogging Credential Access
T1057 Process Discovery Discovery
T1070.004 Indicator Removal: File Deletion Defense Evasion
T1106 Native API Execution
T1112 Modify Registry Defense Evasion
T1113 Screen Capture Collection
T1115 Clipboard Data Collection
T1129 Shared Modules Execution
T1134 Access Token Manipulation Privilege Escalation
T1486 Data Encrypted for Impact Impact
T1555.003 Credentials from Password Stores Credential Access
T1574.002 Hijack Execution Flow: DLL Side- Privilege Escalation
T1622 Debugger Evasion Defense Evasion

T1083 File and Directory Discovery

pt_trace




T1547.001

Boot or Logon Autostart Executio

| Persistence

behavioral_inference

Per-Process ATT&CK Attribution (5)

Which process attributed which technique, from the Intel-PT per-CR3 demux (each syscall resolved under its own process address space).

Proces

0x127af7000 56 T1083

svchost.exe 3080 239 T1057, T1134

svchost.exe 1528 179 T1134

0x148297000 98 T1057

svchost.exe 3964 218 T1057

Dynamic Detonation

Coverage: ran

Behavior: malicious-behavior

Threat score: 70/100 (high)

Factors: c2, attack_techniques

Network Connections (10)

Destination Domain Proto
10.0.2.3:80 tcp
10. 0. 2. 3: 443 tcp
10.0. 2. 3:53 udp
194.59. 31. 77: 5050 tcp
10. 0. 2. 255: 138 udp
10. 0. 2. 3: 5050 tcp
255, 255. 255. 255: 67 udp
10. 0. 2. 255: 137 udp
224.0.0.252: 5355 udp
224.0.0.251: 5353 udp

Memory-Recovered IOCs (runtime deobfuscation) (4)

Decoded from guest memory at the hypervisor - recovered from obfuscation static analysis cannot unpack.

[domai n] escal at ef ud. duckdns. org

[domain] ipv6-I
[ip] 194.59.31.

iteral.net
77

[ip] 94.59.31.77

www. bi ng. com (tlsstate:

assets. nmsn. com
assets. nsn.com
assets. nsn. com
assets. nsn. com
assets. nsn. com
edge. m crosoft.
assets. nsn. com
assets. nsn. com

assets. msn. com

www. bi ng. com (tlsstate:

(tlsstate: deadline
(tlsstate: deadline
(tlsstate: deadline
(tlsstate: deadline

(tlsstate: deadline

com (rermte error:

deadl i ne exceeded)

exceeded)
exceeded)
exceeded)
exceeded)

exceeded)

tls: unknown certificate)

(tlsstate: deadline exceeded)

(tlsstate: deadline exceeded)

(tlsstate: deadline exceeded)

deadl i ne exceeded)



functional . events.data. mcrosoft.com (renote error: tls: unknown certificate)
assets.nmsn.com (tlsstate: deadline exceeded)

www. bi ng. com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

assets.msn.com (tlsstate: deadline exceeded)

Behavioral Timeline (100)

1. [conn] pid 0: udp 255.255.255. 255: 67

2. [conn] pid 0: udp 224.0.0.251:5353

3. [conn] pid 0: udp 224.0.0.252: 5355

4. [conn] pid 0: udp 224.0.0.252: 5355

5. [conn] pid O0: udp 10.0. 2. 255: 137

6. [conn] pid 0: udp 10.0.2.3:53

7. [dns] pid 0: DNS 1 ww. nsftconnecttest.com-> 10.0.2.3
8. [conn] pid 0: tcp 10.0.2.3:80

9. [conn] pid 0: tcp 10.0.2.3:80

10. [conn] pid 0: tcp 194.59.31.77: 5050

11. [conn] pid 0: tcp 10.0.2.3:80

12. [conn] pid 0: udp 10.0.2.3:53

13. [dns] pid 0: DNS 1 assets.nsn.com-> 10.0.2.3
14. [conn] pid 0: tcp 10.0. 2. 3:443
15. [conn] pid 0: tcp 10.0. 2. 3: 443
16. [conn] pid 0: udp 10.0.2.3:53
17. [dns] pid 0: DNS 1 ctldl.w ndowsupdate.com-> 10.0.2.3
18. [conn] pid O0: tcp 10.0.2.3:80
19. [conn] pid O0: tcp 10.0.2.3:80
20. [conn] pid O0: tcp 10.0.2.3:80
21. [conn] pid O0: tcp 10.0.2.3:80
22. [conn] pid 0: tcp 10.0.2.3:80
23. [conn] pid 0: tcp 10.0.2.3:80
24. [conn] pid 0: tcp 10.0.2.3:80
25. [conn] pid 0: tcp 10.0.2.3:80

...and 75 more events
Packet capture: available (full PCAP)

Persistence (1)

[Startup folder] nalray.bat -> /ProgranData/ M crosoft/Wndows/ Start Menu/ Prograns/ Startup/ malray. bat

Spawned Processes (50)
System
Regi stry
wi nl ogon. exe - wi nl ogon. exe
snes. exe - \ SystenRoot\ Syst enB2\ snEs. exe
dl I host.exe - C \Wndows\systenB2\ Dl | Host. exe /Processi d: { 133EAC4AF- 5891- 4D04- BADA- D84870380A80}
Sear chApp. exe - "C:\ W ndows\ Syst emApps\ M crosoft. Wndows. Sear ch_cwsnlh2t xyewy\ Sear chApp. exe" - Server Nane: Cort anaUl . /
svchost. exe - C \ W ndows\syst enB2\ svchost. exe -k appnodel -p -s cansvc
msedge. exe - "C:\Program Fil es (x86)\M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=crashpad-handler "--user-data-dir
Runti meBroker. - C \ W ndows\ SystenB2\ Runti meBr oker. exe - Enbeddi ng
msedge. exe - "C:\Program Files (x86)\M crosoft\Edge\ Application\nsedge. exe" --type=utility --utility-sub-type=networ
svchost.exe - C \W ndows\syst enB2\ svchost. exe -k Local SystemNet workRestricted -p -s PcaSvc
nsedge. exe - "C:\Program Fi |l es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --single-argunment http://ww. nmsftconnect
nmsedge. exe - "C:\Program Files (x86)\M crosoft\Edge\ Applicati on\nsedge. exe" --type=utility --utility-sub-type=storac



nsedge. exe - "C \Program Fi |l es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=gpu-process --gpu-preferences=SA/
nsedge. exe - "C \Program Fi |l es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=renderer --pdf-upsell-enabled --\
msedge. exe - "C:\Program Files (x86)\M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=renderer --pdf-upsell-enabled --\
mobsync. exe - C:\ W ndows\ Syst enB2\ nobsync. exe - Enbeddi ng

svchost. exe - C \ W ndows\syst enB2\ svchost. exe -k netsvcs -p -s Appinfo

dwm exe - "dwm exe"

upfc. exe - C \Wndows\ Syst enB82\ Upf c. exe /|l aunchtype boot /cv cJWRsGSKUGRB+g1GCXMy. O

NVDi spl ay. Cont - C:\ W ndows\ SystenB2\ Dri ver Store\ Fi | eReposi tory\ nvam g.i nf_anmd64_5a5c892944a7f 61d\ Di spl ay. NvCont ai ne
LogonUl . exe - "LogonUl .exe" /flags:0x2 /state0: 0xa3b2d055 /statel: 0x41c64e6d

svchost. exe - C \ W ndows\syst enB2\ svchost.exe -k netsvcs -p -s gpsvc

svchost.exe - C \W ndows\syst enB2\ svchost.exe -k netsvcs -p -s widsvc

fontdrvhost.ex - "fontdrvhost. exe"

svchost. exe - C \W ndows\systenB2\ svchost.exe -k netsvcs -p -s Schedul e

svchost.exe - C \W ndows\syst enB2\ svchost. exe -k Local Servi ceNetworkRestricted -p -s Ti neBroker Svc

svchost. exe - C \Wndows\systenB2\svchost.exe -k Local Service -p -s Event System

svchost. exe - C \W ndows\syst enB2\ svchost. exe -k Local Servi ceNoNetwork -p

svchost.exe - C \W ndows\syst enB2\ svchost.exe -k netsvcs -p -s User Manager

...and 20 more

Report ID: rbf3wm30sTrtZgpjmzmIXWdglO2YnVtqrceLgF4Lyok
Generated by KVMX - kvmx.ali



