KVMX

Evidence-First Malware Analysis

Analysis Report: urlhaus_70b4932caeb9.exe

Verdict: suspicious; 80 anti-VM checks (mixed)

Analysis Overview

Malicious Activity Summary
- T1497.001
- T1071.001
- T1105
- Process Injection
- Process Injection: Dynamic-link Library Injection
- Input Capture: Keylogging
- Process Discovery
- Indicator Removal: File Deletion
- System Information Discovery
- Shared Modules
- Access Token Manipulation
- Hijack Execution Flow: DLL Side-Loading
- Debugger Evasion
- File and Directory Discovery
- Scheduled Task/Job: Scheduled Task
- Boot or Logon Autostart Execution: Registry Run Keys

Hashes

SHA-256: 70b4932caeh92c33fbela8ad33aa73eb9ee2d7b3e32eab0ccOc7f5e8ec97678a
SHA-1: 2f823chfa3c1c985b1cb2f322b292d44d190005e

MD5: elcc665a64d2023e50a377d5580147af

Size: 880,368 bytes

Packer Detection

No packer detected.

PE Information

Architecture: 64-bit
Type: Executable
Entry Point: 0x76CO0



Sections: 7

Name Virtual Size Entropy
.text 0x1A1B1 6.55
.rdata O0xCF46 5.1
.data Ox1AEAS8 1.94
.pdata 0x14A0 5.12
fptable 0x100 0.0
.rsrc 0xA9C3C 7.7
.reloc 0x664 4.89
Imports
KERNEL32.dll

TerminateProcess

CreateThread

GetCurrentThreadld

OpenThread

FlushlinstructionCache

GetTickCount

VirtualAlloc

VirtualProtect
VirtualFree
GetModuleHandleA
USER32.dll
DispatchMessageW
GetSystemMetrics
GetCursorPos
wsprintfA
MsgWaitForMultipleObjectsEx
PeekMessageW
TranslateMessage
MessageBoxW
wsprintfw
GetAsyncKeyState
ADVAPI32.dll
RegCloseKey
GetTokenInformation
OpenProcessToken
RegQuerylnfokeyW
RegOpenKeyExW
GetUserNameW
COMCTL32.dll
InitCommonControlsEx
SHLWAPLdII
PathFileExistsW
StrCmplW
UxTheme.dll
IsAppThemed
IsThemeActive

USERENV.dII




GetUserProfileDirectoryW
ole32.dll

ColnitializeEx

CoUninitialize
VERSION.dII
GetFileVersionInfoSizeW

Strings (200 found)
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... and 150 more

Malware Config

C2 / Network (6)

Endpoint

Source

apt . msn. com

decrypted_c2

assets. nsn. com

decrypted_c2

confi g. edge. skype. com

decrypted_c2

fs.mcrosoft.com

decrypted_c2

settings-w n.data. mcrosoft.com

decrypted_c2

www. bi ng. com

decrypted_c2

Indicators of Compromise (4)

Domains (4)
api . msn. com
assets. nmsn.com
www. bi ng. com

config. edge. skype. com

MITRE ATT&CK (16)

Technique Name Tactic Source

T1497.001 detonation-evidence
T1071.001 detonation-evidence
T1105 detonation-evidence
T1055 Process Injection Defense Evasion

T1055.001 Process Injection: Dynamic-link Defense Evasion

T1056.001 Input Capture: Keylogging Credential Access

T1057 Process Discovery Discovery

T1070.004 Indicator Removal: File Deletion Defense Evasion

T1082 System Information Discovery Discovery

T1129 Shared Modules Execution

T1134 Access Token Manipulation Privilege Escalation

T1574.002 Hijack Execution Flow: DLL Side- Privilege Escalation

T1622 Debugger Evasion Defense Evasion

T1083 File and Directory Discovery pt_trace

T1053.005 Scheduled Task/Job: Scheduled Ta Persistence behavioral_inference
T1547.001 Boot or Logon Autostart Executio Persistence behavioral_inference

Per-Process ATT&CK Attribution (2)

Which process attributed which technique, from the Intel-PT per-CR3 demux (each syscall resolved under its own process address space).




Proces

urlhaus_70b493

4548 686 T1083, T1055

svchost.exe

748 536 T1083

Dynamic Detonation

Coverage:
Behavior:
Threat score:

Factors:

ran
suspicious
50/100 (medium)

evasion, attack_techniques

Network Connections (5)

Destination Domain Proto
255, 255, 255. 255: 67 udp
224.0.0. 251: 5353 udp
224.0. 0. 252: 5355 udp
169. 254. 255. 255: 137 udp
169. 254. 255. 255: 138 udp

Behavioral Timeline (41)

/ProgranDatal/lntel/Intel Extreme Tuning Utility/Logs/XtuCore.20260823-09423683. 1 og

[file]l: wite /ProgranDatal/ M crosoft/Wndows/ AppReposi tory/ St at eReposi t ory- Depl oynent . srd-shm
[file]: wite /ProgranData/ M crosoft/ W ndows/ AppReposi tory/ St at eReposi t ory- Depl oynent . srd-wal
[file]: wite /ProgranData/M crosoft/ W ndows/ AppReposi tory/ St at eReposi t ory- Machi ne. srd

[file]: wite /ProgranData/ M crosoft/ W ndows/ AppReposi tory/ St at eReposi t ory- Machi ne. srd-shm
[file]: wite /ProgranDatal/M crosoft/ W ndows/ AppReposi tory/ St at eReposi t ory- Machi ne. srd- wal
[file]: wite /ProgranData/M crosoft/Wndows/ Start Menu/ Prograns/ Startup/ mal ray. bat

| ProgranDat a/ M cr osof t / W ndows/ wf p/ wf pdi ag. et |

| ProgranDat a/ NVI DI A/ Di spl aySessi onCont ai ner1. | og

/ Progr anDat a/ NVI DI A/ Di spl aySessi onCont ai ner 1. | og_backupl

/ Progr anDat a/ NVI DI A/ NVDi spl ay. Cont ai ner Local System | og

/ Progr anDat a/ NVI DI A/ NVDi spl ay. Cont ai ner Local Syst em | og_backupl
/ Progr anDat a/ NVI DI A/ NVDi spl ayCont ai ner Wat chdog. | og

/ Progr anDat a/ NVI DI A/ NVDi spl ayCont ai ner Wat chdog. | og_backupl
/ Progr anDat a/ NVI DI A/ N\vcDi spCor ePl ugi n. | og

/ Progr anDat a/ NVI DI A/ N\vcDi spCor ePl ugi n. | og_backupl

/ Progr anDat a/ NVI DI A Cor por ati on/ Drs/ nvdr sdbl. bi n

/ Progr anDat a/ NVI DI A Cor por ati on/ Drs/ nvdrssel . bin

1. [conn] pid 0: udp 255.255. 255. 255: 67
2. [conn] pid 0: udp 224.0.0.251: 5353
3. [conn] pid 0: udp 224.0.0.252:5355
4. [conn] pid 0: udp 169.254.255. 255: 137
5. [conn] pid 0: udp 169.254.255. 255: 138
6. [file]: wite

7.

8

9.

10.

11.

12.

13. [file]: wite

14. [file]l: wite

15. [file]l: wite

16. [file]l: wite

17. [file]l: wite

18. [file]l: wite

19. [file]l: wite

20. [file]: wite

21. [file]: wite

22. [file]l: wite

23. [file]l: wite

24. [file]l: wite

25. [file]: wite
...and 16 more events

Packet capture:

Persistence (1)

[Startup folder] nalray. bat

/ Progr anDat a/ NVI DI A Cor por ati on/ GaneSessi onTel enetry/tel enetryPl ugin. | og
/ ProgranDat a/ NVI DI A Cor por ati on/ GaneSessi onTel enetry/tel emetryPl ugi n. | og_backup

available (full PCAP)

Spawned Processes (50)

System

svchost. exe - C \Wndows\systenB2\svchost. exe -k DconLaunch -p -s LSM

-> [ ProgranDat a/ M crosoft/ W ndows/ St art Menu/ Prograns/ St art up/ mal ray. bat



Regi stry

fontdrvhost.ex - "fontdrvhost. exe"

wi nl ogon. exe - wi nl ogon. exe

svchost . exe -

C:.\ W ndows\ syst enB2\ svchost . exe -k RPCSS -p

Wininit.exe - wninit.exe

svchost. exe -

C.\ W ndows\ Syst enB2\ svchost . exe -k NetworkService -p -s N aSvc

smes. exe - \ SystenRoot\ Syst enB2\ snss. exe

Runt i meBr oker .

dl | host . exe -

- C\ Wndows\ Syst en82\ Runt i neBr oker . exe - Enbeddi ng
C.\ W ndows\ syst enB2\ DI | Host . exe / Processi d: { 133EACAF- 5891- 4D04- BADA- D84870380A80}

Sear chApp. exe - "C:\ W ndows\ Syst emApps\ M crosoft. W ndows. Sear ch_cwsnlh2t xyewy\ Sear chApp. exe" - Server Nane: Cort anaUl . /

svchost . exe -

C.\ W ndows\ syst enB2\ svchost . exe -k appnodel -p -s cansvc

t askhost w. exe - taskhostw. exe SyncFronC oud

ur | haus_70b493 - svchost. exe

nsedge. e

Xe

scht asks. exe - schtasks.exe /create /tn "SecurityHeal thService" /xm "C: \Users\ MATT~1. JOH\ AppDat a\ Local \ Tenp\ ~st 000(

nsedge. exe - "C:\Program Fil es (x86)\ M crosoft\Edge\ Applicati on\ nsedge. exe" --type=crashpad-handler "--user-data-dir

nsedge. exe - "C.\Program Fil es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge. exe" --type=gpu-process --gpu-preferences=SA/

nsedge. exe - "C \Program Fil es (x86)\ M crosoft\Edge\ Application\ nsedge. exe" --type=utility --utility-sub-type=stora

conhost. exe - \??\ C:\ Wndows\ syst en82\ conhost . exe 0x4

net sh. ex

e -

netsh advfirewall set allprofiles state off

scht asks. exe - schtasks.exe /create /tn "SecurityHeal thService" /xm "C: \Users\ MATT~1. JOH\ AppDat a\ Local \ Tenp\ ~st 000(

dwm exe

upf c. exe
svchost.
svchost.
svchost.
svchost .

LogonUl

- "dwm exe"

exe

exe

exe

exe

. exe

...and 20 more

C:.\ W ndows\ Syst enB2\ Upf c. exe /| aunchtype boot /cv 1AQAl B9/ kyEMF2ygOIl wrA. 0

C.\ W ndows\ syst enB2\ svchost . exe -k Local Service -p -s nsi

C:.\ W ndows\ Syst enB2\ svchost . exe -k Local Servi ceNet workRestricted -p -s EventLog
C.\ W ndows\ syst enB2\ svchost. exe -k netsvcs -p -s Schedul e

C.\ W ndows\ syst enB2\ svchost. exe -k netsvcs -p -s gpsvc

"LogonUl . exe" /flags: 0x2 /state0: 0xa3b2c855 /st atel: 0x41c64e6d

Report ID: xKCaR5ujVkvhBInZNd-EFMtK2IW_euHePRG9mmHgepo
Generated by KVMX - kvmx.ai



