KVMX

Evidence-First Malware Analysis

Analysis Report: urlhaus_54692596ddec.exe

Verdict: suspicious; 321 anti-VM checks (mixed)

Analysis Overview

Malicious Activity Summary
- T1027.002
- T1497.001
- T1071.001
-T1105
- Obfuscated Files or Information
- Boot or Logon Autostart Execution: Registry Run Keys

Hashes

SHA-256: 54692596ddec105cb0a4de07623bacd32fh45525b041114b71dblceaala3el76
SHA-1: 4e9789fa88892713c4f640b34c5¢c599d13a188d1

MD5: 1446c7d0ac4247e20c57fc07cf53693a

Size: 1,001,472 bytes

Packer Detection

Packer: Unknown packer (high entropy in .text)

Confidence: medium

PE Information

Architecture: 32-bit

Type: Executable

Entry Point: OxF5DE2

Sections: 3

Name Virtual Size Entropy
text OxF3DES8 7.76
.rsrc 0x4CC 3.72
.reloc 0xC 0.1




Imports

mscoree.dll

_CorExeMain

Strings (200 found)
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... and 150 more

Malware Config

Indicators of Compromise (4)

Domains (4)

assets. nsn. com

www. bi ng. com

config. edge. skype. com

edge- consuner - stati c. azur eedge. net

MITRE ATT&CK (6)

Technique Name Tactic Source

T1027.002 detonation-evidence
T1497.001 detonation-evidence
T1071.001 detonation-evidence
T1105 detonation-evidence
T1027 Obfuscated Files or Information Defense Evasion

T1547.001 Boot or Logon Autostart Executio Persistence behavioral_inference

Dynamic Detonation

Coverage:

Behavior:

Threat score:

Factors:

ran
suspicious
40/100 (medium)

c2, attack_techniques

Network Connections (8)

Destination Domain Proto
10.0.2.3:80 tcp
10.0.2.3:53 udp
10.0.2.3:443 tcp
255. 255. 255. 255: 67 udp
224.0.0. 251: 5353 udp
10. 0. 2. 255: 137 udp
10. 0. 2. 255: 138 udp
224.0.0.252: 5355 udp

assets.
assets.
assets.
assets.
assets.
assets.

nsn.

nsn.

nsn.

nsn.

nsn.

nsn.

com

com

com

com

com

com

(tlsstate: deadline exceeded)
(tlsstate: deadline exceeded)
(tlsstate: deadline exceeded)
(tlsstate: deadline exceeded)
(tlsstate: deadline exceeded)
(tlsstate: deadline exceeded)




assets.msn.com (tlsstate: deadline exceeded)
assets.nmsn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)
assets.msn.com (tlsstate: deadline exceeded)

Behavioral Timeline (100)

1. [conn] pid 0: udp 255.255.255. 255: 67
2. [conn] pid 0: udp 224.0.0.251: 5353
3. [conn] pid 0: udp 224.0.0.252:5355
4. [conn] pid 0: udp 10.0.2.3:53
5. [dns] pid 0: DNS 1 ww. nsftconnecttest.com-> 10.0.2.3
6. [conn] pid 0: tcp 10.0.2.3:80
7. [conn] pid 0: udp 10.0. 2. 255:137
8. [conn] pid O0: tcp 10.0.2.3:80
9. [conn] pid 0: tcp 10.0.2.3:80
10. [conn] pid 0: udp 10.0.2.3:53
11. [dns] pid 0: DNS 1 assets.nmsn.com-> 10.0.2.3
12. [conn] pid 0: tcp 10.0. 2. 3: 443
13. [conn] pid 0: tcp 10.0.2.3:443
14. [conn] pid O0: udp 10.0.2.3:53
15. [dns] pid 0: DNS 1 ctldl.w ndowsupdate.com -> 10.0.2.3
16. [conn] pid O0: tcp 10.0.2.3:80
17. [conn] pid O0: tcp 10.0.2.3:80
18. [conn] pid 0: tcp 10.0.2.3:80
19. [conn] pid 0: tcp 10.0.2.3:80
20. [conn] pid 0: tcp 10.0.2.3:80
21. [conn] pid 0: tcp 10.0.2.3:80
22. [conn] pid 0: tcp 10.0.2.3:80
23. [conn] pid 0: tcp 10.0.2.3:80
24. [conn] pid 0: tcp 10.0.2.3:80
25. [conn] pid 0: tcp 10.0.2.3:80
...and 75 more events
Packet capture: available (full PCAP)

Persistence (1)

[Startup folder] nalray.bat -> /ProgranData/ M crosoft/ W ndows/ Start Menu/ Prograns/ Startup/ malray. bat

Spawned Processes (50)
System
Regi stry
svchost. exe - C \ W ndows\syst enB2\ svchost. exe -k Local Service -p -s Di spBrokerDeskt opSvc
fontdrvhost.ex - "fontdrvhost. exe"
snes. exe - \ SystenRoot\ Syst enB2\ snss. exe
svchost. exe - C\ W ndows\ Syst enB2\ svchost. exe -k Local Service -p -s LicenseManager
Start MenuExper - "C:\ W ndows\ Syst emApps\ M crosoft. W ndows. St art MenuExper i enceHost _cwsnlh2t xyewy\ St art MenuExper i encel
Sear chApp. exe - "C:\ W ndows\ Syst emApps\ M crosoft. W ndows. Sear ch_cwsnl1h2t xyewy\ Sear chApp. exe" - Server Nane: Cort anaUl . /



backgroundTask - "C:\ W ndows\ syst enB2\ backgr oundTaskHost . exe" - Server Name: W ndowsBackup. AppXnn6f nh4r axt ng45ba8k2f 4yl

Runt i meBr oker .
svchost . exe -
msedge. exe -
svchost . exe -
nmsedge. exe -
nmsedge. exe -
nmsedge. exe -
nmsedge. exe -
nsedge. exe -
nmsedge. exe - "
svchost. exe -

svchost . exe -

- C\ W ndows\ Syst enB82\ Runt i meBr oker . exe - Enbeddi ng

C.\ W ndows\ syst enB2\ svchost . exe -k appnodel -p -s canmsvc

"C:\Program Fil es (x86)\ M crosoft\ Edge\ Appl i cati on\ nsedge.

exe" --single-argunment http://ww. nsftconnect

C.\ W ndows\ syst enB2\ svchost . exe -k Local Syst emNet wor kRestricted -p -s PcaSvc

"C:\Program Fil es (x86)\ M crosoft\ Edge\ Appl i cati on\ nsedge.
"C:\Program Fil es (x86)\ M crosoft\ Edge\ Appl i cati on\ nsedge.
"C:\Program Fil es (x86)\ M crosoft\ Edge\ Appl i cati on\ nsedge.
"C:\Program Fil es (x86)\ M crosoft\ Edge\ Appl i cati on\ nsedge
"C:\Program Fil es (x86)\M crosoft\Edge\ Appl i cati on\ msedge.
C.\Program Fil es (x86)\ M crosoft\Edge\ Appl i cati on\ nsedge.

C.\ W ndows\ Syst enB2\ svchost. exe -k netsvcs -p -s BDESVC
C.\ W ndows\ syst enB2\ svchost . exe -k netsvcs -p -s Appinfo

ur | haus_546925 - "C:\ User s\ Publ i c\ Downl oads\ ur| haus_54692596ddec. exe"

User OOBEBr oker
MSBuUi | d. exe

- C\ W ndows\ Syst enB2\ oobe\ User OOBEBr oker . exe - Embeddi ng

cnd. exe - "C \ W ndows\ SysWON4\ cnd. exe"
power shel | . exe - "C: \ W ndows\ Syst enB2\ W ndowsPower Shel | \ v1. 0\ power shel | . exe" Add- MpPref erence - Excl usionPath "C:\ Use

Whi PrvSE. exe -
svchost . exe -
services. exe -
svchost . exe -

...and 20 more

C: \ W ndows\ syst enB2\ wbem wni prvse. exe- secur ed- Enbeddi ng
C:\ W ndows\ syst enB2\ svchost. exe -k DconmlLaunch -p -s LSM
C.\ W ndows\ syst enB2\ ser vi ces. exe

C:.\ W ndows\ syst enB2\ svchost . exe -k DconmlLaunch -p

Report ID: zh5gkcrLngLKPV59gAG_IyRFCURf1-zS3SgUX0OmMNTmMU
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